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Preface

Only a few people would contest the assertion that the phenomenon of the

Internet of Things poses problems related to security, safety, and privacy. Given
the remarkable industrial and consumer diversity of the IoT, one of the principal
challenges and goals we faced when electing to write this book was determining
how to identify and distill the core IoT security principles in as useful, but
industry-agnostic a way as possible. It was equally important to balance real-world
application with background theory, especially given the unfathomable number

of current and forthcoming IoT products, systems, and applications. To end this,
we included some basic security (and safety) topics that we must adequately, if
minimally, cover as they are needed as a reference point in any meaningful security
conversation. Some of the security topics apply to devices (endpoints), some to
communication connections between them, and yet others to the larger enterprise.

Another goal of this book was to lay out security guidance in a way that did not
regurgitate the vast amounts of existing cybersecurity knowledge as it applies to
today's networks, hosts, operating systems, software, and so on, though we realized
some is necessary for a meaningful discussion on IoT security. Not wanting to

align with a single industry or company selling products, we strove to sufficiently
carve out and tailor useful security approaches that encompass the peculiarities
and nuances of what we think both distinguishes and aligns IoT with conventional
cybersecurity.

A wide range of both legacy industries (for example, home appliance makers, toy
manufacturers, automotive, and so on) and startup technology companies are today
creating and selling connected devices and services at a phenomenal and growing
rate. Unfortunately, not all are terribly secure —a fact that some security researchers
have unrelentingly pointed out, often with a sense of genuine concern. Though much
of the criticism is valid and warranted, some of it has unfortunately been conveyed
with a certain degree of unhelpful hubris.

[ix]
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Interestingly, however, is how advanced some of the legacy industries are with
regard to high-assurance safety and fault-tolerant design. These industries make
extensive use of the core engineering disciplines —mechanical, electrical, industrial,
aerospace, and control engineering — and high-assurance safety design to engineer
products and complex systems that are, well, pretty safe. Many cybersecurity
engineers are frankly ignorant of these disciplines and their remarkable contributions
to safety and fault-tolerant design. Hence, we arrive at one of the serious
obstructions that IoT imposes to achieving its security goals: poor collaboration
between safety, functional, and security engineering disciplines needed to design
and deploy what we term cyber-physical systems (CPS). CPS put the physical

and digital engineering disciplines together in ways that are seldom addressed in
academic curricula or corporate engineering offices. It is our hope that engineers,
security engineers, and all types of technology managers learn to better collaborate
on the required safety and security-assurance goals.

While we benefit from the IoT, we must prevent, to the highest possible degree, our
current and future IoT from harming us; and to do this, we need to secure it properly
and safely. We hope you enjoy this book and find the information useful for securing
your IoT.

What this book covers

Chapter 1, A Brave New World, introduces you to the basics of IoT, its definition, uses,
applications, and its implementations.

Chapter 2, Vulnerabilities, Attacks, and Countermeasures, takes you on a tour where
you will learn about the various threats and the measures that we can take to
counter them.

Chapter 3, Security Engineering for IoT Development, teaches you about the various
phases of the IoT security lifecycle.

Chapter 4, The IoT Security Lifecycle, explores the operational aspects of the [oT
security lifecycle in detail.

Chapter 5, Cryptographic Fundamentals for IoT Security Engineering, provides a
background on applied cryptography.

Chapter 6, Identity and Access Management Solutions for the IoT, dives deep into identity
and access management for the IoT.

Chapter 7, Mitigating IoT Privacy Concerns, explores IoT privacy concerns. It will also
help you to understand how to address and mitigate such concerns.

Chapter 8, Setting Up a Compliance Monitoring Program for the IoT, helps you explore
setting up an IoT compliance program.

[x]
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Chapter 9, Cloud Security for the IoT, explains the concepts of cloud security that are
related to the IoT.

Chapter 10, IoT Incident Response, explores incident management and forensics for
the IoT.

What you need for this book

You will need SecurelTree version 4.3, a common desktop or laptop, and a Windows,
Mac, or Linux platform running Java 8.

Who this book is for

This book targets IT security professionals and security engineers (including
pentesters, security architects, and ethical hackers) who would like to ensure the
security of their organization's data when connected through the IoT. Business
analysts and managers will also find this book useful.

Conventions

In this book, you will find a number of text styles that distinguish between different
kinds of information. Here are some examples of these styles and an explanation of
their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows:
"Smart light switches in which the switch sends a PUT command to change the
behavior (state, color) of each light in the system."

New terms and important words are shown in bold.

% Warnings or important notes appear in a box like this.
i

a1

Q Tips and tricks appear like this.

[xi]



Preface

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or disliked. Reader feedback is important for us as it helps
us develop titles that you will really get the most out of.

To send us general feedback, simply e-mail feedbackepacktpub. com, and mention
the book's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you could report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http: //www.packtpub.
com/submit-errata, selecting your book, clicking on the Errata Submission Form
link, and entering the details of your errata. Once your errata are verified, your
submission will be accepted and the errata will be uploaded to our website or added
to any list of existing errata under the Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/
content/support and enter the name of the book in the search field. The required
information will appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all
media. At Packt, we take the protection of our copyright and licenses very seriously.
If you come across any illegal copies of our works in any form on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

[ xii]
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We appreciate your help in protecting our authors and our ability to bring you
valuable content.

Questions

If you have a problem with any aspect of this book, you can contact us at
questionsepacktpub.com, and we will do our best to address the problem.
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A Brave New World

"When the winds of change blow, some people build walls and others build
windmills."

— Chinese proverb

The Internet of Things is changing everything. Unfortunately, many industries,
consumer and commercial technology device owners, and infrastructure operators
are fast discovering themselves at the precipice of a security nightmare. The drive

to make all devices "smart" is creating a frenzy of opportunity for cyber-criminals,
nation-state actors, and security researchers alike. These threats will only grow

in their potential impact on the economy, corporations, business transactions,
individual privacy, and safety. Target, Sony Pictures, insurance providers such as
Blue Cross, and even the White House Office of Personnel and Management (OPM)
provide vivid, not-so-pleasant newsflashes about major vulnerabilities and security
breaches in the traditional cybersecurity sense. Some of these breaches have led to
the tarnishing or downfall of companies and CEOs, and most importantly, significant
damage to individual citizens. Our record in cybersecurity has proven to be
substandard. Now consider the world of the Internet of Things, or IoT, things such
as Linux-embedded smart refrigerators, connected washing machines, automobiles,
wearables, implantable medical devices, factory robotics systems, and just about
anything newly connected over networks. Historically, many of these industries
never had to be concerned with security. Given the feverish race to be competitive
with marketable new products and features, however, they now find themselves in
dangerous territory, not knowing how to develop, deploy, and securely operate.

[11]



A Brave New World

While we advance technologically, there are ever-present human motivations and
tendencies in some people to attempt, consciously or unconsciously, to exploit
those advancements. We asserted above that we are at the precipice of a security
nightmare. What do we mean by this? For one, technology innovation in the IoT is
rapidly outpacing the security knowledge and awareness of the IoT. New physical
and information systems, devices, and connections barely dreamed of a decade ago
are quickly stretching human ethics to the limit. Consider a similar field that allows
us to draw analogies —bioethics and the new, extraordinary genetic engineering
capabilities we now have. We can now biologically synthesize DNA from digitally
sequenced nucleotide bases to engineer new attributes into creatures, and humans.
Just because we can do something doesn't mean we always should. Just because we
can connect a new device doesn't mean we always should. But that is exactly what
the IoT is doing.

We must counterbalance all of our dreamy, hopeful thoughts about humanity's
future with the fact that human consciousness and behavior always has, and
always will, fall short of utopian ideals. There will always be overt and concealed
criminal activity; there will always be otherwise decent citizens who find themselves
entangled in plots, financial messes, blackmail; there will always be accidents; there
will always be profiteers and scammers willing to hurt and benefit from the misery
of others. In short, there will always be some individuals motivated to break in and
compromise devices and systems for the same reason a burglar breaks into your
house to steal your most prized possessions. Your loss is his gain. Worse, with

the IoT, the motivation may extend to imposing physical injury or even death in
some cases. A keystroke today can save a human life if properly configuring a
pacemaker; it can also disable a car's braking system or hobble an Iranian nuclear
research facility.

IoT security is clearly important, but before we can delve into practical aspects of
securing it, the remainder of this chapter will address the following;:

* Defining the IoT

* IoT uses today

* The cybersecurity, cyber-physical, and IoT relationship

*  Why cross-industry collaboration is vital

* The things in the IoT

* Enterprise IoT

e The IoT of the future and the need to secure it

[2]



Chapter 1

Defining the loT

While any new generation prides itself on the technological advancements it enjoys
compared to its forebears, it is not uncommon for each to dismiss or simply not
acknowledge the enormity of thought, innovation, collaboration, competition, and
connections throughout history that made, say, smartphones or unmanned aircraft
possible. The reality is that while previous generations may not have enjoyed the
realizations in gadgetry we have today, they most certainly did envision them.
Science fiction has always served as a frighteningly predictive medium, whether

it's Arthur C. Clarke's envisioning of Earth-orbiting satellites or E.E. "Doc" Smith's
classic sci-fi stories melding the universe of thought and action together (reminiscent
of today's phenomenal, new brain-machine interfaces). While the term and acronym
IoT is new, the ideas of today's and tomorrow's IoT are not.

Consider one of the greatest engineering pioneers, Nikola Tesla, who in a 1926
interview with Colliers magazine said:

"When wireless is perfectly applied the whole earth will be converted into a huge
brain, which in fact it is, all things being particles of a real and rhythmic whole and
the instruments through which we shall be able to do this will be amazingly simple
compared with our present telephone. A man will be able to carry one in his vest
pocket."

Source: http://www.tfcbooks.com/tesla/1926-01-30.htmv

In 1950, the British scientist Alan Turing was quoted as saying:

"It can also be maintained that it is best to provide the machine with the best sense
organs that money can buy, and then teach it to understand and speak English.
This process could follow the normal teaching of a child."

Source: A. M. Turing (1950) Computing Machinery and Intelligence.
Mind 49: 433-460

No doubt, the incredible advancements in digital processing, communications,
manufacturing, sensors, and control are bringing to life the realistic imaginings of
both our current generation and our forebears. Such advancements provide us a
powerful metaphor of the very ecosystem of the thoughts, needs, and wants that
drive us to build new tools and solutions we both want for enjoyment and need
for survival.

[31]
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A Brave New World

We arrive then at the problem of how to define the IoT and how to distinguish the
IoT from today's Internet of, well, computers. The IoT is certainly not a new term for
mobile-to-mobile technology. It is far more. While many definitions of the IoT exist,
we will primarily lean on the following three throughout this book:

The ITU's member-approved definition defines the IoT as "A global
infrastructure for the information society, enabling advanced services by
interconnecting (physical and virtual) things based on existing and evolving,
interoperable information and communication technologies."

http://www.itu.int/ITU-T/recommendations/rec.aspx?rec=y.2060

The IEEE's small environment description of the IoT is "An IoT is a network
that connects uniquely identifiable "things" to the Internet. The "things" have
sensing/actuation and potential programmability capabilities. Through the
exploitation of the unique identification and sensing, information about the
"thing" can be collected and the state of the "thing" can be changed from
anywhere, anytime, by anything."

http://iot.ieee.org/images/files/pdf/IEEE_IoT Towards_
Definition Internet of Things Revisionl 27MAY15.pdf

The IEEE's large environment scenario describes the IoT as "Internet

of Things envisions a self-configuring, adaptive, complex network

that interconnects things to the Internet through the use of standard
communication protocols. The interconnected things have physical or
virtual representation in the digital world, sensing/actuation capability, a
programmability feature, and are uniquely identifiable. The representation
contains information including the thing's identity, status, location, or any
other business, social or privately relevant information. The things offer
services, with or without human intervention, through the exploitation

of unique identification, data capture and communication, and actuation
capability. The service is exploited through the use of intelligent interfaces
and is made available anywhere, anytime, and for anything taking security
into consideration."

http://iot.ieee.org/images/files/pdf/IEEE IoT Towards
Definition Internet of Things Revisionl 27MAY15.pdf

Each of these definitions is complementary. They overlap and describe just about
anything that can be dreamed up and physically or logically connected to anything
else over a diverse, Internet-connected world.
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Cybersecurity versus loT security and cyber-
physical systems

IoT security is not traditional cybersecurity, but a fusion of cybersecurity with

other engineering disciplines. It addresses much more than mere data, servers,
network infrastructure, and information security. Rather, it includes the direct or
distributed monitoring and/or control of the state of physical systems connected
over the Internet. In other words, a large element of what distinguishes the IoT

from cybersecurity is what many industry practitioners today refer to as cyber-
physical systems. Cybersecurity, if you like that term at all, generally does not
address the physical and security aspects of the hardware device or the physical
world interactions it can have. Digital control of physical processes over networks
makes the IoT unique in that the security equation is not limited to basic information
assurance principles of confidentiality, integrity, non-repudiation, and so on,

but also that of physical resources and machines that originate and receive that
information in the physical world. In other words, the IoT has very real analog and
physical elements. IoT devices are physical things, many of which are safety-related.
Therefore, the compromise of such devices may lead to physical harm of persons and
property, even death.

The subject of IoT security, then, is not the application of a single, static set of meta-
security rules as they apply to networked devices and hosts. It requires a unique
application for each system and system-of-systems in which IoT devices participate.
IoT devices have many different embodiments, but collectively, an IoT device is
almost anything possessing the following properties:

* Ability to communicate either directly on, or indirectly over the Internet

* Manipulates or monitors something physical (in the device or the device's
medium or environment), that is, the thing itself, or a direct connection
to a thing

Cognizant of these two properties, anything physical can be an IoT device because
anything physical today can be connected to the Internet with the appropriate
electronic interfaces. The security of the IoT device is then a function of the device's
use, the physical process or state impacted by or controlled by the device, and the
sensitivity of the systems to which the device connects.
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Cyber-physical systems (CPS) are a huge, overlapping subset of the IoT. They

fuse a broad range of engineering disciplines, each with a historically well-defined
scope that includes the essential theory, lore, application, and relevant subject
matter needed by their respective practitioners. These topics range from engineering
dynamics, fluid dynamics, thermodynamics, control theory, digital design, and
many others. So, what is the difference between the IoT and CPSs? Borrowing
from the IEEE, the principal difference is that a CPS comprising connected sensors,
actuators, and monitoring/control systems do not necessarily have to be connected
to the Internet. A CPS can be isolated from the Internet and still achieve its business
objective. From a communications perspective, an IoT is comprised of things that,
necessarily and by definition, are connected to the Internet and through some
aggregation of applications achieve some business objective.

Note that CPS, even if technically air-gapped from the Internet, will
almost always be connected in some way to the Internet, whether through
its supply chain, operating personnel, or out-of-band software patch
L management system.
http://iot.ieee.org/images/files/pdf/IEEE IoT Towards
Definition Internet of Things Revisionl 27MAY15.pdf
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In other words, it is worthwhile to think of the IoT as a superset of CPS, as CPS can
be enveloped into the IoT simply by connectivity to the Internet. A CPS is generally
a rigorously engineered system designed for safety, security, and functionality.
Emergent enterprise IoT deployments should take lessons learned from the
engineering rigor associated with CPS.

Why cross-industry collaboration is vital

We will cover IoT security engineering in the following chapters, but for now we
would like to emphasize how cross-discipline security engineering is in the real
world. One struggles to find it covered in academic curricula outside of a few
university computer science programs, network engineering, or dedicated security
programs such as SANS. Most security practitioners have strong computer science
and networking skills but are less versed in the physical and safety engineering
disciplines covered by core engineering curricula. So, the cyber-physical aspects of
the IoT face a safety versus security clash of cultures and conundrums:

* Everyone is responsible for security

* The IoT and CPS expose huge security problems crisscrossing information
computing and the physical world

* Most traditional, core engineering disciplines rarely address security
engineering (though some address safety)

* Many security engineers are ignorant of core engineering disciplines
(for example, mechanical, chemical, electrical), including fault-tolerant
safety design

Because the IoT is concerned with connecting physically engineered and
manufactured objects —and thus may be a CPS — this conundrum more than any
other comes into play. The IoT device engineer may be well versed in safety issues,
but not fully understand the security implications of design decisions. Likewise,
skilled security engineers may not understand the physical engineering nuances of
a thing to ascertain and characterize its physical-world interactions (in its intended
environment) and fix them. In other words, core engineering disciplines typically
focus on functional design, creating things to do what we want them to do. Security
engineering shifts the view to consider what the thing can do and how one might
misuse it in ways the original designer never considered. Malicious hackers depend
on this. The refrigeration system engineer never had to consider a cryptographic
access control scheme in what was historically a basic thermodynamic system
design. Now, designers of connected refrigerators do, because malicious hackers will
look for unauthenticated data originating from the refrigerator or attempt to exploit
it and pivot to additional nodes in a home network.
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Security engineering is maturing as a cross-discipline, fortunately. One can argue
that it is more efficient to enlighten a broad range of engineering professionals

in baseline security principles than it is to train existing security engineers in

all physical engineering subjects. Improving IoT security requires that security
engineering tenets and principles be learned and promulgated by the core
engineering disciplines in their respective industries. If not, industries will

never succeed in responding well to emergent threats. Such a response requires
appropriating the right security mitigations at the right time when they are the least
expensive to implement (that is, the original design as well as its flexibility and
accommodation of future-proofing principles). For example, a thermodynamics
process and control engineer designing a power-plant will have tremendous
knowledge concerning the physical processes of the control system, safety
redundancies, and so on. If she understands security engineering principles, she will
be in a much better position to dictate additional sensors, redundant state estimation
logic, or redundant actuators based on certain exposures to other networks. In
addition, she will be in a much better position to ascertain the sensitivity of certain
state variables and timing information that network, host, application, sensor,

and actuator security controls should help protect. She can better characterize the
cyber-attack and control system interactions that might cause gas pressure and
temperature tolerances to be exceeded with a resultant explosion. The traditional
network cybersecurity engineer will not have the physical engineering basis on
which to orchestrate these design decisions.

Before characterizing today's IoT devices and enterprises, it should be clear how
cross-cutting the IoT is across industries. Medical device and biomedical companies,
automotive and aircraft manufacturers, the energy industry, even video game
makers and broad consumer markets are involved in the IoT. These industries,
historically isolated from each other, must learn to collaborate when it comes to
securing their devices and infrastructure. Unfortunately, there are some in these
industries who believe that most security mitigations need to be developed and
deployed uniquely in each industry. This isolated, turf-protecting approach is ill-
advised and short-sighted. It has the potential of stifling valuable cross-industry
security collaboration, learning, and development of common countermeasures.

[8]
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IoT security is an equal-opportunity threat environment; the same threats against
one industry exist against the others. An attack and compromise of one device
today may represent a threat to devices in almost all other industries. A smart light
bulb installed in a hospital may be compromised and used to perform various
privacy attacks on medical devices. In other words, the cross-industry relationship
may be due to intersections in the supply chain or the fact that one industry's IoT
implementations were added to another industry's systems. Real-time intelligence
as well as lessons learned from attacks against industrial control systems should

be leveraged by all industries and tailored to suit. Threat intelligence, defined well
by Gartner, is: evidence-based knowledge, including context, mechanisms, indicators,
implications and actionable advice, about an existing or emerging menace or hazard to assets
that can be used to inform decisions regarding the subject's response to that menace or hazard
(http://www.gartner.com/document/2487216).

The discovery, analysis, understanding and sharing of how real-world threats are
compromising ever-present vulnerabilities needs to be improved for the IoT. No
single industry, government organization, standards body or other entity can assume
to be the dominant control of threat intelligence and information sharing. Security is
an ecosystem.

As a government standards body, NIST is well aware of this problem. NIST's
recently formed CPS Public Working Group represents a cross-industry collaboration
of security professionals working to build a framework approach to solving many
cyber-physical IoT challenges facing different industries. It is accomplishing this in
meta-form through its draft Framework for Cyber-Physical Systems. This framework
provides a useful reference frame from which to describe CPS along with their
security and physical properties. Industries will be able to leverage the framework

to improve and communicate CPS designs and provide a basis on which to develop
system-specific security standards. This book will address CPS security in more
detail in terms of common patterns that span many industries.

[o]
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Like the thermodynamics example we provided above, cyber-physical and many
IoT systems frequently invoke an intersection of safety and security engineering,
two disciplines that have developed on very different evolutionary paths but which
possess partially overlapping goals. We will delve more into safety aspects of IoT
security engineering later in this volume, but for now we point out an elegantly
expressed distinction between safety and security provided by noted academic Dr.
Barry Boehm, Axelrod, W. C., Engineering Safe and Secure Software Systems, p.61,
Massachussetts, Artech House, 2013. He poignantly but beautifully expressed the
relationship as follows:

* Safety: The system must not harm the world

* Security: The world must not harm the system

Thus it is clear that the IoT and IoT security are much more complex than traditional
networks, hosts and cybersecurity. Safety-conscious industries such as aircraft
manufacturers, regulators, and researchers have evolved highly effective safety
engineering approaches and standards because aircraft can harm the world, and

the people in it. The aircraft industry today, like the automotive industry, is now
playing catch-up with regard to security due to the accelerating growth of network
connectivity to their vehicles.

loT uses today

It is a cliché to declare how fast Moore's law is changing our technology-rich world,
how connected our devices, social networks, even bodies, cars, and other objects
are becoming,.

Another useful way to think of the IoT is what happens when the network extends
not to the last mile or last inch endpoint, but the last micron where virtual and
digital become physical. Whether the network extends to a motor servo controller,
temperature sensor, accelerometer, light bulb, stepper motor, washing machine
monitor, or pacemaker, the effect is the same; the information sources and sinks
allow broad control, monitoring, and useful visibility between our physical and
virtual worlds. In the case of the IoT, the physical world is a direct component

of the digital information, whether acting as subject or object.

IoT applications are boundless. Volumes could be written today about what is
already deployed and what is currently being planned. The following are just a few
examples of how we are leveraging the IoT.

[10]
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Energy industry and smart grid

Fast disappearing are the days of utility companies sending workers out in vans
to read the electrical and gas meters mounted to the exterior of your house. Some
homes today and all homes tomorrow will be connected homes with connected
smart appliances that communicate electrical demand and load information
with the utilities. Combined with a utility's ability to reach down into the home's
appliance, such demand-response technology aims to make our energy generation
and distribution systems much more efficient, resilient, and more supportive of
environmentally responsible living. Home appliances represent just one Home
Area Network component of the so-called smart grid, however. The distribution,
monitoring, and control systems of this energy system involve the IoT in many
capacities. Ubiquitous sensing, control, and communications needed in energy
production are critical CPS elements of the IoT. The newly installed smart meter
now attached to your home is just one example, and allows direct two-way
communication between your home's electrical enclave and the utility providing
its energy.

Connected vehicles and transportation

Consider a connected automobile that is constantly leveraging an onboard array of
sensors that scan the roadway and make real-time calculations to identify potential
safety issues that a driver would not be able to see. Now, add additional vehicle-
to-vehicle (V2V) communication capabilities that allow other cars to message and
signal to your vehicle. Preemptive messages allow decisions to be made based on
information that is not yet available to the driver's or vehicle's line-of-sight sensors
(for example, reporting of vehicle pile-up in dense fog conditions). With all of these
capabilities, we can begin to have confidence in the abilities of cars to eventually
drive themselves (autonomous vehicles) safely and not just report hazards to us.

Manufacturing

The manufacturing world has driven a substantial amount of the industrial IoT use
cases. Robotic systems, assembly lines, manufacturing plan design and operation;

all of these systems are driven by myriad types of connected sensors and actuators.
Originally isolated, now they're connected over various data buses, intranets, and
the Internet. Distributed automation and control requires diverse and distributed
devices communicating with management and monitoring applications. Improving
the efficiency of these systems has been the principal driver for such IoT enablement.

[11]
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Wearables

Wearables in the IoT include anything strapped to or otherwise attached to the
human body that collects state, communicates information, or otherwise performs
some type of control function on or around the individual. The Apple iWatch, FitBit,
and others are well-known examples. Wearable, networked sensors may detect
inertial acceleration (for example, to evaluate a runner's stride and tempo), heart rate,
temperature, geospatial location (for calculating speed and historic tracks), and many
others. The enormous utility of wearables and the data they produce is evident in the
variety of wearable applications available on today's iTunes proprietary application
stores. The majority of wearables have direct or indirect network connectivity to
various cloud service providers typically associated with the wearables manufacturer
(for example, Fitbit). Some organizations are now including wearables in corporate
fitness programs to track employee health and encourage health-conscious living
with the promise of lowering corporate and employee healthcare expenses.

New advancements will transform wearables, however, into far more sophisticated
structures and enhancements to common living items. For example, micro devices
and sensors are being embedded into clothing; virtual reality goggles are being
miniaturized and are transforming how we simultaneously interface with the
physical and virtual worlds. In addition, the variety of new consumer-level medical
wearables promises to improve health monitoring and reporting. The barriers are
fast disappearing between the machine and the human body.

Implantables and medical devices

If wearable IoT devices don't closely enough bridge the physical and cyber domains,
implantables make up the distance. Implantables include any sensor, controller,

or communication device that is inserted and operated within the human body.
While implantable IoT devices are typically associated with the medical field (for
example, pacemakers), they may also include non-medical products and use cases
such as embedded RFID tags usable in physical and logical access control systems.
The implant industry is no different than any other device industry in that it has
added new communication interfaces to implanted devices that allow the devices

to be accessed, controlled, and monitored over a network. Those devices just
happened to be located subcutaneously in human beings or other creatures. Both
wearables and implantable IoT devices are being miniaturized in the form of micro-
electrical mechanical systems (MEMS), some of which can communicate over radio
frequency (RF).

[12]
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The loT in the enterprise

Enterprise IoT is also moving forward with the deployment of IoT systems that
serve various business purposes. Some industries have matured their concepts of
IoT more than others. In the energy industry, for example, the roll-out of advanced
metering infrastructures (which include smart meters with wireless communications
capabilities) has greatly enhanced the energy use and monitoring capabilities of the
utility. Other industries, such as retail, for example, are still trying to determine how
to fully leverage new sensors and data in retail establishments to support enhanced
marketing capabilities, improved customer satisfaction, and higher sales.

The architecture of IoT enterprise systems is relatively consistent across industries.
Given the various technology layers and physical components that comprise an

IoT ecosystem, it is good to consider an enterprise IoT implementation as a system-
of-systems. The architecting of these systems that provide business value to
organizations can be a complex undertaking, as enterprise architects work to design
integrated solutions that include edge devices, gateways, applications, transports,
cloud services, diverse protocols, and data analytics capabilities.

Indeed, some enterprises may find that they must utilize IoT capabilities typically
found in other industries and served by new or unfamiliar technology providers.
Consider a typical Fortune 500 company that may own both manufacturing and
retail facilities. This company's Chief Information Officer (CIO) may need to
consider deploying smart manufacturing systems, including sensors that track
industrial equipment health status, robotics that perform various manufacturing
functions, as well as sensors that provide data used to optimize the overall
manufacturing process. Some of the deployed sensors may even be embedded
right in their own products to add additional benefits for their customers.

This same company must also consider how to leverage the IoT to offer enhanced
retail experiences to their customers. This may include information transmitted to
smart billboards. In the near future, through direct integration with a connected
vehicle's infotainment system, customized advertisements to consumers as they
pass by a retail establishment will be possible. There are also complex data analytics
capabilities required to support these integrations and customizations.

Elaborating on the Fortune 500 company example, the same CIO may also be tasked
with managing fleets of connected cars and shipping vehicles, drone systems that
support the inspection of critical infrastructure and facilities, agricultural sensors that
are embedded into the ground to provide feedback on soil quality, and even sensors
embedded in concrete to provide feedback on the curing process at their construction
sites. These examples only begin to scratch the surface of the types of connected IoT
implementations and deployments we will see by 2020 and beyond.

[13]
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This complexity introduces challenges to keeping the IoT secure, and ensuring

that particular instances of the IoT cannot be used as a pivoting point to attack

other enterprise systems and applications. For this, organizations must employ

the services of enterprise security architects who can look at the IoT from the big
picture perspective. Security architects will need to be critically involved early in the
design process to establish security requirements that must be tracked and followed
through during the development and deployment of the enterprise IoT system. It is
much too expensive to attempt to integrate security after the fact. Enterprise security
architects will select the infrastructure and backend system components that can
easily scale to support not only the massive quantities of IoT-generated data, but also
have the ability to make secure, actionable sense of all of that data. The following
figure provides a representative view of a generic enterprise IoT system-of-systems,
and showecases the IoT's dynamic and diverse nature:
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Generically, an IoT deployment can consist of smart sensors, control systems and
actuators, web and other cloud services, analytics, reporting, and a host of other
components and services that satisfy a variety of business use cases. Note that in the
preceding figure, we see energy loT deployments connected to the cloud along with
connected vehicle roadside equipment, healthcare equipment, and environmental
monitoring sensors. This is not accidental —as previously discussed, one principal
feature of IoT is that anything can be connected to everything, and everything to
anything. It is perfectly conceivable that a healthcare biosensor both connects to a
hospital's monitoring and data analytics system and simultaneously communicates
power consumption data to local and remote energy monitoring equipment

and systems.

As enterprise security architects begin to design their systems, they will note that
the flexibility associated with today's IoT market affords them significant creative
ability, as they bring together many different types of protocols, processors, and
sensors to meet business objectives. As designs mature, it will become evident that
organizations should consider a revision to their overall enterprise architecture to
better meet the scaling needs afforded by the large quantities of data that will be
collected. Gartner predicts that we will begin to see a shift in the design of transport
networks and data processing centers as the loT matures:

"IoT threatens to generate massive amounts of input data from sources that are
globally distributed. Transferring the entirety of that data to a single location for
processing will not be technically and economically viable. The recent trend to
centralize applications to reduce costs and increase security is incompatible with
the IoT. Organizations will be forced to aggregate data in multiple distributed
mini data centers where initial processing can occur. Relevant data will then be
forwarded to a central site for additional processing."

Source: http://www.gartner.com/newsroom/id/2684616

In other words, unprecedented amounts of data will be moved around in
unprecedented ways. Integration points will also play a significant role in an
enterprise's IoT adoption strategy. Today's ability to share data across organizational
boundaries is large, but dwarfed by the justifications and ability to do so in the

near future. Many of the data analytics capabilities that support the IoT will rely

on a mix of data captured from sensors as well as data from third parties and
independent websites.
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Consider the concept of a microgrid. Microgrids are self-contained energy generation
and distribution systems that allow owner-operators to be heavily self-sufficient.
Microgrid control systems rely on data captured from the edge devices themselves,
for example, solar panels or wind turbines, but also require data collected from the
Internet. The control system may capture data on energy prices from the local utility
through an application programming interface (API) that allows the system to
determine the optimal time to generate versus buy (or even sell back) energy from
the utility. The same control system may require weather forecast feeds to predict
how much energy their solar panel installations will generate during a certain period
of time.

Another example of the immense data collection from IoT devices is the anticipated
proliferation of Unmanned Aerial Systems (UAS) — or drones — that provide

an aerial platform for deploying data-rich airborne sensors. Today, 3D terrain
mapping is performed by inexpensive drones that collect high-resolution images
and associated metadata (location, camera information, and so on) and transfer
them to powerful backend systems for photogrammetric processing and digital
model generation. The processing of these datasets is too computationally intensive
to perform directly on a drone that faces unavoidable size, weight, and power
constraints. It must be done in backend systems and servers. These uses will
continue to grow, especially as the countries around the world make progress at
safely integrated unmanned aircraft into their national airspace systems.

From a security perspective, it is interesting to examine an enterprise IoT
implementation based on the many new points of connection and data types. These
integration points can significantly heighten the attack surface of an enterprise;
therefore, they must be thoroughly evaluated to understand the threats and most
cost-effective mitigations.

Another IoT challenge facing enterprise engineers is the ability to securely automate
processes and workflows. One of the greatest strengths of the IoT its emphasis

on automating transactions between devices and systems; however, we must
ensure that sufficient levels of trust are engineered into the systems supporting
those transactions. Not doing so will allow adversaries to leverage the automation
processes for their own purposes as scalable attack vectors. Organizations that
heavily automate workflows should spend adequate time designing their endpoint
hardening strategies and the cryptographic support technologies that are vitally
important to enabling device and system trust. This can often include infrastructure
build-outs such as Public Key Infrastructure (PKI) that provision authentication,
confidentiality, and cryptographic credentials to each endpoint in a transaction to
enable confidentiality, integrity, and authentication services.

[16]
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The things in the loT

There are so many different types of "things" within the IoT that it becomes difficult
to prescribe security recommendations for the development of any one particular
thing. To aid in doing this, we must first understand the definition of devices and
things. ITU-T Y.2060 prescribes the following definitions:

* Device: A piece of equipment with the mandatory capabilities of
communication and the optional capabilities of sensing, actuation, data
capture, data storage, and data processing

* Thing: An object of the physical world (physical things) or the information
world (virtual things), which is capable of being identified and integrated
into communication networks

An intrinsic capability of a thing, as it applies to the 10T, is its capability to
communicate. The communication methods and layers, especially as they apply to
security, are therefore given special attention in this book. Other aspects, such as
data storage, sophisticated processing, and data capture, are not present in all IoT
devices, but will be addressed in this book as well.

The definition of a thing is especially interesting as it refers to both physical and
virtual devices. In practice, we have seen the concept of virtual things in the context
of cloud provider solutions. For example, the Amazon Web Services (AWS) IoT
Cloud service includes elements known as thing shadows, virtual representations
of physical things. These thing shadows allow the enterprise to track the state of
physical things even when network connectivity is disrupted and they are not
observably online.

Some common IoT things include smart home appliances, connected vehicles
(onboard equipment as well as roadside-mounted units), RFID systems used in
inventory and identification systems, wearables, wired and wireless sensor arrays
and networks, local and remote gateways (mobile phones, tablets), Unmanned
Aircraft Systems (UAS), and a host of typically low-power embedded devices.
Next, we decompose common elements of IoT devices.

The loT device lifecycle

Before delving into the basic constitution of an IoT device, we first need to clarify
aspects of the IoT lifecycle. IoT security ultimately depends on the entire lifecycle,
therefore this book aims to provide security guidance across most of it. You will
see certain terms in this book used to specify different IoT lifecycle phases and the
relevant actors in each.

[17]
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loT device implementation

This includes all aspects of IoT device design and development. At times, we simply
refer to it as implementation. It includes the actual, physical, and logical designers

of an IoT device in its manufacturing and patching supply chain. Organizations
included in this phase include the following:

* Original Equipment Manufacturer (or just "manufacturer") (OEM): OEMs
will typically procure off-the-shelf hardware and firmware and tailor a
device with unique physical characteristics, enclosure, and/or applications.
They package and distribute the products to end operators.

* Board Support Package (BSP) vendors: This vendor typically provides to the
OEM customized or off-the-shelf firmware, APIs, and drivers between the
hardware and operating systems.

* Original Design Manufacturers (ODM): ODMs will typically provide
custom operating systems and OS APIs to OEMs. They may also include
hardware sub-assemblies that OEMs make use of.

loT service implementation

This phase refers to the service organizations who support IoT deployments through
enterprise APIs, gateways, and other architectural commodities. Organizations
supporting this phase include the following:

* Cloud service provider (CSP): These organizations typically provide,
at a minimum, infrastructure as a service

* OEMs: In some cases, IoT device manufacturers (for example, Samsung)
operate and manage their own infrastructure

loT device and service deployment

This lifecycle phase refers to the end deployment of the IoT devices using IoT
infrastructure. IoT deployment typically involves IoT application providers, end
service providers, and other businesses. Some of these businesses may operate
their own infrastructures (for example, some OEMs), but some make use of existing
infrastructure offerings as provided by Amazon AWS, Microsoft Azure, and others.
They typically provide service layers on top of what the infrastructure supports.

[18]
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This book jumps around the three simplified lifecycle categories described above
depending on the security topic at hand. Each has an indispensible impact on the
end security of the devices and their tailored usage.

The hardware

There are a number of IoT development boards that have become popular for
prototyping and provide various levels of functionality. Examples of these boards
come from Arduino, Beagle Board, Pinoccio, Rasberry Pi, and CubieBoard, among
others. These development boards include microcontrollers (MCUs), which serve as
the brains of the device, provide memory, and a number of both digital and analog
General Purpose Input/Output (GPIO) pins. These boards can be modularly stacked
with other boards to provide communication capabilities, new sensors, actuators,

and so on to form a complete IoT device.
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There are a number of MCUs on the market today that are well suited for IoT
development and included within various development boards. Leading developers
of MCUs include ARM, Intel, Broadcom, Atmel, Texas Instruments (TI), Freescale,
and Microchip Technology. MCUs are integrated circuits (IC) that contain a
processor, Read Only Memory (ROM), and Random Access Memory (RAM).
Memory resources are frequently limited in these devices; however, a number

of manufacturers are IoT-enabling just about anything by augmenting these
microcontrollers with complete network stacks, interfaces, and RF and cellular-type
transceivers. All of this horsepower is going into system-on-chip configurations and
miniaturized daughter boards (single board computers).

In terms of sensor types in the 10T, the sky is the limit. Examples include temperature
sensors, accelerometers, air quality sensors, potentiometers, proximity sensors,
moisture sensors, and vibration sensors. These sensors are frequently hardwired into
the MCU for local processing, responsive actuation, and/or relay to other systems.

Operating systems

Although some IoT devices do not require an operating system, many utilize real
time operating system (RTOS) for process and memory management as well as
utility services supporting messaging and other communications. The selection of
each RTOS is based on needed performance, security and functional requirements
of the product.

The selection of any particular IoT component product needs to be evaluated against
the requirements of a particular IoT system. Some organizations may require more
elaborate operating systems with additional security features such as separation
kernels, high assurance process isolation, information flow control, and/or tightly
integrated cryptographic security architectures. In these scenarios, an enterprise
security architect should look to procure devices that support high-assurance
RTOSes, such as Green Hills IntegrityOS or Lynx Software's LynxOS. Some popular
IoT operating systems include TinyOS, Contiki, Mantis, FreeRTOS, BrilloOS,
Embedded Linux, ARM's mbedOS, and Snappy Ubuntu Core.
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Other critical security attributes pertain to security configuration and the storage
of security sensitive parameters. In some instances, configuration settings that are
applied to an operating system are lost upon power cycle without battery-backed
RAM or some other persistent storage. In many instances, a configuration file is
kept within persistent memory to provide the various network and other settings
necessary to allow the device to perform its functions and communicate. Of even
greater interest is the handling of the root password, other account passwords, and
cryptographic keys stored on the devices when the device is power-cycled. Each

of these issues has one or more security implications and requires the attention of
security engineers.

loT communications

In most deployments, an IoT device communicates with a gateway that in turn
communicates with a controller or a web service. There are many gateway options,
some as simple as a mobile device (smart phone) co-located with the IoT endpoint
and communicating over an RF protocol such as Bluetooth-LE, ZigBee, or Wi-Fi.
Gateways such as this are sometimes called edge gateways. Others may be more
centrally located in data centers to support any number of dedicated or proprietary
gateway loT protocols, such as message queuing telemetry transport (MQTT) or
representational state transfer (REST) communications. The web service may be
provided by the manufacturer of the device, or it may be an enterprise or public
cloud service that collects information from the fielded edge devices.

In many situations, the end-to-end connectivity between a fielded IoT device

and web service may be provided by a series of field and cloud gateways, each
aggregating larger quantities of data from sprawled-out devices. Dell, Intel, and
other companies have recently introduced IoT gateways to the market. Companies
such as Systech offer multi-protocol gateways that allow for a variety of IoT device
types to be connected together, using multiple antennas and receivers. There are
also consumer-focused gateways, also called hubs, available in the commercial
market, that support smart home communications. The Samsung SmartThings
hub (https://www.smartthings.com/) is one example of this.
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IoT devices may also communicate horizontally, enabling some powerful interactive
features. Enabling connected workflows requires the ability to interface via an API
to many diverse IoT product types. Consider the example of the smart home for
illustrative purposes. As you wake in the morning, your wearable autonomously
transmits the wake-up signal over the Wi-Fi network to subscribing devices.

The smart television turns on to your favorite news channel, the window blinds
automatically rise, the coffee maker kicks off, the shower starts and your car sets a
timer to warm up before you leave your home. All of these interactions are enabled
through device-to-device communications and illustrate the immense potential of
applying the IoT to business enterprises.

Within an IoT device and its host network, a wide array of protocols may be used to
enable message transfer and communication. The selection of the appropriate stack
of messaging and communication protocols is dependent upon the use cases and
security requirements of any specific system; however, there are common protocols
that each serve valuable purposes:
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This figure provides a view into some of the better-known protocols that can be
implemented by IoT devices to form a complete communications stack.

It is worth noting that at this time, many products' design and security requirements
are purely up to the manufacturer due to the infancy of the IoT. In many cases,
security professionals may not be included this early in the development phase.
Although some organizations may provide guidelines, suggestions and checklists,

it is important to note that industry regulations strictly pertaining to IoT devices

are almost non-existent. The industry for which the device is intended may have its
own requirements for privacy, transport communications, and so on, but they are
typically based on existing regulatory or compliance requirements such as HIPAA,
PCI, SOX, and others. The industrial IoT will probably lead the way in developing
much-needed security standardizations before consumer-oriented organizations. For
the time being, early efforts to secure IoT implementation and deployment are akin
to stuffing square pegs into round holes. The IoT simply has different needs.

Messaging protocols

At the top of the IoT communication stack live the protocols that support the
exchange of formatted message data between two endpoints, typically clients and
servers, or client-to-client. Protocols such as the MQTT, the Constrained Application
Protocol (CoAP), the Data Distribution Service (DDS), the Advanced Message
Queuing Protocol (AMQP), and the Extensible Messaging and Presence Protocol
(XMPP) run on top of lower-layer communication protocols and provide the ability
for both clients and servers to efficiently agree upon data to exchange. RESTful
communications can also be run very effectively within many IoT systems. As of
today, REST-based communications and MQTT seem to be leading the way.

(http://www.hivemg.com/blog/how-to-get-started-with-mgtt)
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MQTT

MQTT is a publish/subscribe model whereby clients subscribe to topics and
maintain an always-on TCP connection to a broker server. As new messages are
sent to the broker, they include the topic with the message, allowing the broker to
determine which clients should receive the message. Messages are pushed to the
clients through the always-on connection.

Subscribers

MQTT Gateway

o

T

Weather Sensors

T

g

MQTT Sensor
." Net {Publish/

Subscribe}

This neatly supports a variety of communication use cases, wherein sensors MQTT-
publish their data to a broker and the broker passes them on to other subscribing
systems that have an interest in consuming or further processing the sensor data.
Although MQTT is primarily suited for use over TCP-based networks, the MQTT
For Sensor Networks (MQTT-SN) specification provides an optimized version of
MQTT for use within wireless sensor networks (WSN).
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Stanford-Clark and Linh Truong. MQTT For Sensor Networks (MQTT-SN) protocol
specification, Version 1.2. International Business Machines (IBM). 2013. URL:
http://mgtt.org/new/wp-content/uploads/2009/06/MQTT-SN spec_ vl.2.pdf.

MQTT-SN is well suited for use with battery-operated devices possessing limited
processing and storage resources. It allows sensors and actuators to make use of the
publish/subscribe model on top of ZigBee and similar RF protocol specifications.

CoAP

CoAP is another IoT messaging protocol, UDP-based, and intended for use in
resource-constrained Internet devices such as WSN nodes. It consists of a set of
messages that map easily to HTTP: GET, POST, PUT, and DELETE.

Controller

CoAP://

T T T
Voo ¥

CoAP Sensor Network

GET
POST
PUT
DELETE

Source: http://www.herjulf.se/download/coap-2013-fall.pdf

CoAP device implementations communicate to web servers using specific Uniform
Resource Indicators (URISs) to process commands. Examples of CoAP-enabled
implementations include smart light switches in which the switch sends a puT
command to change the behavior (state, color) of each light in the system.

XMPP

XMPP is based on Extensible Markup Language (XML) and is an open technology
for real-time communications. It evolved from the Jabber Instant Messaging (IM)
protocol: http://www.ibm.com/developerworks/library/x-xmppintro/.
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XMPP supports the transmission of XML messages over TCP transport, allowing IoT
developers to efficiently implement service discovery and service advertisements.

XMPP-IoT is a tailored version of XMPP. Similar to human-to-human
communication scenarios, XMPP-IoT communications begin with friend requests:
http://www.xmpp-iot.org/basics/being-friends/.

Upon confirmation of a friend request, the two IoT devices are able to communicate
with each other regardless of their domains. There also exist parent-child device
relationships. Parent nodes within XMPP-IoT offer a degree of security in that they
can provide policies dictating whom a particular child node can trust (and hence
become friends with). Communication between IoT devices cannot proceed without
a confirmed friend request between them.

DDS

DDS is a data bus used for integrating intelligent machines. Like MQTT, it also uses a
publish/subscribe model for readers to subscribe to topics of interest.

D <—Data Readers—»

Topic:
Position

Topic:
Temperature

Position

® & o ®

Source: http://www.slideshare.net/Angelo.Corsaro/applied-opensplice-
dds-a-collection-of-use-cases
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DDS allows communications to happen in an anonymous and automated fashion,
since no relationship between endpoints is required. Additionally, Quality of
Service (QoS) mechanisms are built into the protocol. DDS is designed primarily
for device-to-device communication and is used in deployment scenarios involving
wind farms, medical imaging systems, and asset-tracking systems.

AMQP

AMQP was designed to provide a queuing system in support of server-to-server
communications. Applied to the IoT, it allows for both publish/subscribe and
point-to-point based communications. AMQP IoT endpoints listen for messages
on each queue. AMQP has been deployed in numerous sectors, such as
transportation in which vehicle telemetry devices provide data to analytics
systems for near-real-time processing.

Gateways

Most of the message specifications discussed so far require the implementation

of protocol-specific gateways or other devices to either re-encapsulate the
communications over another protocol (for example, if it needs to become IP-
routable) or perform protocol translation. The different ways of fusing such protocols
can have enormous security implications, potentially introducing new attack
surfaces into an enterprise. Protocol limitations, configuration, and stacking options
must be taken into account during the design of the enterprise architecture. Threat
modeling exercises by appropriately qualified protocol security engineers can help in
the process.

Transport protocols

The Internet was designed to operate reliably using the Transmission Control
Protocol (TCP), which facilitates the acknowledgement of TCP segments
transmitted across a network. TCP is the protocol of choice for today's web-based
communications as the underlying, reliable transport. Some IoT products have
been designed to operate using TCP (for example, those products robust enough
to employ a full TCP/IP stack that can speak HTTP or MQTT over a secure

(TLS) connection). TCP is frequently unsuitable for use in constrained network
environments suffering from high latency or limited bandwidth.
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The User Datagram Protocol (UDP) provides a useful alternative, however. UDP
provides a lightweight transport mechanism for connectionless communications
(unlike session-based TCP). Many highly constrained IoT sensor devices support
UDP. For example, MQTT-SN is a tailored version of MQTT that works with UDP.
Other protocols, such as CoAP, are also designed to work well with UDP. There is
even an alternative TLS design called Datagram TLS (DTLS) intended for products
that implement UDP-based transport.

Network protocols

IPv4 and IPv6 both play a role at various points within many IoT systems. Tailored
protocol stacks such as IPv6 over Low Power Wireless Personal Area Networks
(6LoWPAN) support the use of IPv6 within network-constrained environments
common to many loT devices. 6LoWPan supports wireless Internet connectivity at
lower data rates to accommodate highly constrained device form factors: http://
projets-gmi.univ-avignon.fr/projets//proj1112/M1/p09/doc/6LOWPAN
overview.pdf.

6LoWPAN builds upon the 802.15.4 -Low Rate Wireless Personal Area Networks
(LRWPAN) specification to create an adaptation layer that supports IPv6. The
adaptation layer provides features that include IPv6 with UDP header compression
and support for fragmentation, allowing constrained sensors, for example, to be used
in building automation and security. Using 6LoOWPAN, designers can take advantage
of link encryption offered within IEEE 802.15.4 but can also apply transport layer
encryption such as DTLS.

Data link and physical protocols

If you examine the many communication protocols available within the IoT, you
notice that one in particular, IEEE 802.15.4, plays a significant role as the foundation
for other protocols — providing the Physical (PHY) and Medium Access Control
(MAC) layers for protocols such as ZigBee, 6(LOWPAN, WirelessHART, and

even thread.

IEEE 802.15.4

802.15.4 is designed to operate using either point-to-point or star topologies and
is ideal for use in low-power or low-speed environments. 802.15.4 devices operate
in the 915 MHz and 2.4 GHz frequency ranges, support data rates up to 250 kb/s
and communication ranges of roughly 10 meters. The PHY layer is responsible for
managing RF network access, while the MAC layer is responsible for managing
transmission and receipt of frames onto the data link.
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ZWave

Another protocol that operates at this layer of the stack is ZWave. ZWave supports
the transmission of three frame types on a network - unicast, multicast, and
broadcast. Unicast communications (that is, direct) are acknowledged by the
receiver; however, neither multicast nor broadcast transmissions are acknowledged.
ZWave networks consist of controllers and slaves. There are variants of each of
these, of course. For example, there can be both primary and secondary controllers.
Primary controllers have responsibilities such as the ability to add/remove nodes
form the network. ZWave operates at 908.42 MHz (North America)/868.42 MHz
(Europe) frequency with data rates of 100 kb/s over a range of about 30 meters.

Bluetooth/Bluetooth Smart (also known as Bluetooth Low Energy or BLE) is an
evolution of Bluetooth designed for enhanced battery life. Bluetooth Smart achieves
its power saving capability by defaulting to sleep mode and only waking when
needed. Both operate in the 2.4 GHz frequency range. Bluetooth Smart implements a
high-rate frequency-hopping spread spectrum and supports AES encryption.

Reference: http://www.medicalelectronicsdesign.com/article/bluetooth-
low-energy-vs-classic-bluetooth-choose-best-wireless-technology-your-
application

Power Line Communications

In the energy industry, WirelessHART and Power Line Communications (PLC)
technologies such as Insteon are additional technologies that operate at the link and
physical layers of the communication stack. PLC-enabled devices (not to be confused
with Programmable Logic Controller) can support both home and industrial uses
and are interesting in that their communications are modulated directly over existing
power lines. This communications method enables power-connected devices to be
controlled and monitored without secondary communication conduits.

Reference: http://www.eetimes.com/document .asp?doc_id=1279014

Cellular communications

The move towards 5G communications will have a significant impact on IoT system
designs. When 5G rolls out with higher throughput and the ability to support many
more connections, we will begin to see increased movement for direct connectivity
of IoT devices to the cloud. This will allow for new centralized controller functions
to be created that support multitudes of geographically dispersed sensors/actuators
with limited infrastructure in place. More robust cellular capabilities will further
enable the cloud to be the aggregation point for sensor data feeds, web service
interactions, and interfaces to numerous enterprise applications.
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loT data collection, storage, and analytics

So far, we have talked extensively about the endpoints and the protocols

that comprise the IoT. Although there is great promise in device-to-device
communication and coordination, there are even more opportunities to streamline
business processes, enhance customer experiences, and increase capabilities when
the power of connected devices is paired with the ability to analyze data. The cloud
offers a ready-made infrastructure to support this pairing.

Many public CSPs have deployed IoT services that are well integrated with their
other cloud offerings. AWS, for example, has created the AWS IoT service. This
service allows IoT devices to be configured and connect to the AWS IoT gateway
using MQTT or REST communications. Data can also be ingested into AWS through
platforms such as Kinesis or Kinesis Firehose. Kinesis Firehose, for example, can

be used to collect and process large streams of data and forward on to other AWS
infrastructure components for storage and analysis.

Once data has been collected within a CSP, logic rules can be set up to forward
that data where most appropriate. Data can be sent for analysis, storage, or to

be combined with other data from other devices and systems. Reasons for the
analysis of IoT data run the gamut from wanting to understand trends in shopping
patterns (for example, beacons) to predicting whether a machine will break down
(predictive maintenance).

Other CSPs have also entered the IoT marketplace. Microsoft's Azure offering now
has a specific IoT service in addition to IBM and Google. Even Software as a Service
(SaaS) providers have begun offering analytics services. Salesforce.com has designed
a tailored IoT analytics solution. Salesforce makes use of the Apache stack to connect
devices to the cloud and analyze their large data streams. Salesforce's [oT Cloud
relies upon Apache's Cassandra database, the Spark data-processing engine, Storm
for data analysis, and Kafka for messaging.

Reference: http://fortune.com/2015/09/15/salesforce-com-iot-cloud/

loT integration platforms and solutions

As new IoT devices and systems continue to be built by diverse organizations,
we're beginning to see the need for improved and enhanced integration capabilities.
Companies such as Xively and Thingspeak are now offering flexible development
solutions for integrating new things into enterprise architectures. In the domain of
smart cities, platforms such as Accella and SCOPE, a "smart-city cloud-based open
platform and ecosystem", offer the ability to integrate a variety of IoT systems into
enterprise solutions.
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These platforms provide APIs that IoT device developers can leverage to build new
features and services. Increasingly, IoT developers are incorporating these APIs and
demonstrating ease-of-integration into enterprise IT environments. The Thingspeak
AP]J, for example, can be used to integrate IoT devices via HTTP communications.
This enables organizations to capture data from their sensors, analyze that data, and
then take action on that data. Similarly, AllJoyn is an open source project from the
AllSeen Alliance. It is focused heavily on interoperability between IoT devices even
when the devices use different transport mechanisms. As IoT matures, disparate
IoT components, protocols, and APIs will continue to be glued together to build
powerful enterprise-wide systems. These trends beg the question of just how
secured these systems will be.

The loT of the future and the need to
secure

While today's IoT innovations continue to push the envelope identifying and
establishing new relationships between objects, systems, and people, our
imaginations continuously dream up new capabilities to solve problems at
unprecedented scale. When we apply our imaginative prowess, the promises
of the IoT becomes boundless. Today, we are barely scratching the surface.

The future — cognitive systems and the loT

The computer-to-device and device-device IoT is poised for staggering growth today
and over the coming years, but what about brand new research that is on the brink of
consumerization? What will need to secure in the future, and how will it depend on
how we secure the IoT today? Cognitive systems and research provides us a valuable
glimpse into the IoT of tomorrow.

Over a decade ago, Duke University researchers demonstrated cognitive control of
a robotic arm by translating neural control signals from electrodes embedded into
the parietal and frontal cortex lobes of a monkey's brain. The researchers converted
the brain signals to motor servo actuator inputs. These inputs allowed the monkey
— through initial training on a joystick — to control a non-biological, robotic arm
using only visual feedback to adjust its own motor-driving thoughts. So-called
brain-computer interfaces (BCI), or brain-machine interfaces (BMI), continue to
be advanced by Dr. Miguel Nocolelis' Duke laboratory and others. The technology
promises a future in which neuroprosthetics allow debilitated individuals to regain
physical function by wearing and controlling robotic systems merely by thought.
Research has also demonstrated brain-to-brain functioning, allowing distributed,
cognitive problem-solving through brainlets.
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Digital conversion of brain-sensed (via neuroencaphalography) signals allows the
cognition-ready data to be conveyed over data buses, IP networks, and yes, even
the Internet. In terms of the IoT, this type of cognitive research implies a future in
which some types of smart devices will be smart because there is a human or other
type of brain controlling or receiving signals from it across a BMI. Or the human
brain is made hyper-aware by providing it sensor feeds from sensors located
thousands of kilometers away. Imagine a pilot flying a drone as though it were

an extension of his body, but the pilot has no joystick. Using only thought signals
(controls) and feedback (feeling) conveyed over a communications link, all necessary
flight maneuvers and adjustments can be made. Imagine the aircraft's airspeed, as
measured by its pitot tube, conveyed in digital form to the pilot's BMI interface and
the pilot "feeling" the speed like wind blowing across his skin. That future of the IoT
is not as far off as it may seem.

Now imagine what type of IoT security may be needed in such cognitive systems
where the things are human brains and dynamic physical systems. How would one
authenticate a human brain, for example, to a device, or authenticate the device back
to the brain? What would digital integrity losses entail with the BMI? What could
happen if outgoing or incoming signals were spoofed, corrupted, or manipulated in
timing and availability? The overarching benefits of today's IoT, as large as they are,
are small when we consider such future systems and what they mean to the human
race. So too are the threats and risks.

Summary

In this chapter, we saw how the world is developing and advancing towards a better
future with the help of the IoT. We also looked at various uses of the IoT in today's
world and then had a brief look at its concepts.

In the next chapter, we will learn about the various threats and the measures that we
can take to avoid/overcome them.
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Vulnerabilities, Attacks, and
Countermeasures

This chapter elaborates on attack methods against IoT implementations and
deployments, how attacks are organized into attack trees, and how IoT cyber-
physical systems complicate the threat landscape. We then rationalize a systematic
methodology for incorporating countermeasures to secure the IoT. We will explore
both typical and unique vulnerabilities seen within various layers of the IoT
technology stack and describe new ways in which electronic and physical threats
interact. We provide a tailored approach to threat modeling to show the reader how
to perform usable IoT threat modeling in their own organizations.

We explore vulnerabilities, attacks, and countermeasures, and methods of managing
them through the following chapter subsections:

* Primer on threats, vulnerability, and risk

* Primer on attacks and countermeasures

* Today's IoT attacks

* Lessons learned — the use of systematic approaches
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Primer on threats, vulnerability, and risks
(TVR)

A substantial amount of academic wrangling has evolved competing definitions

for the concepts of threats, vulnerability, and risks. In the interest of keeping this
volume practical and usable, we will first revisit in this section what the information
assurance industry has termed the five pillars of information assurance. These
pillars, or domains, of information assurance represent the highest-level categories

of assurance in an information system. Next, we will introduce two additional pillars
that are critically important in cyber-physical systems. Once introduced, we will then
explore IoT threats, vulnerabilities and risks.

The classic pillars of information assurance

It is nearly impossible to discuss practical aspects of threat, vulnerability, and risk
without identifying the essential components of information assurance (IA), an
important subdomain of IoT security. Succinctly, they are as follows:

* Confidentiality: Keeping sensitive information secret and protected from
disclosure

* Integrity: Ensuring that information is not modified, accidentally or
purposefully, without being detected

* Authentication: Ensuring that the source of data is from a known identity or
endpoint (generally follows identification)

* Non-repudiation: Ensuring that an individual or system cannot later deny
having performed an action

* Availability: Ensuring that information is available when needed

Satisfying an information security goal does not necessarily imply that an
organization has to keep all of the preceding assurances in place. Not all data
requires confidentiality, for example. Information and data categorization is a
complex topic in itself and not all information is critically sensitive or important.
Proper threat modeling of a device and its hosted applications and data requires an
organization to identify the sensitivities of both individual data elements and data in
aggregate form. Aggregation risks of large, seemingly benign IoT datasets pose some
of the most difficult challenges. Well-defined data categories and combinational
constraints enable specific assurances such as confidentiality or integrity to be
defined for each data element or complex information type.
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The five pillars of IA each apply to the IoT because the IoT blends information with
a device's environment, physicality, information, data sources, sinks, and networks.
Beyond the pillars of IA, however, we must introduce two additional assurances that
relate to cyber-physical aspects of the IoT, namely, resilience and safety. Resilience
and safety engineering are closely related; we define and distinguish them in

this section.

Resilience in the cyber-physical IoT relates to resilience of a cyber-physical
control system:

"A resilient control system is one that maintains state awareness and an accepted
level of operational normalcy in response to disturbances, including threats of an
unexpected and malicious nature."

Source: Rieger, C.G.; Gertman, D.I.; McQueen, M.A. (May 2009), Resilient Control
Systems: Next Generation Design Research, Catania, Italy: 2nd IEEE Conference on
Human System Interaction.

Safety in the cyber-physical IoT is defined as:
"The condition of being safe from undergoing or causing hurt, injury, or loss."
Source: http://www.merriam-webster.com/dictionary/safety

The IoT's convergence of the five pillars of IA with resilience and safety implies
that cyber-physical engineers adhere to security and safety approaches that
simultaneously address both failure (fault) trees for safety and attack trees for
security. Safety design decisions and security controls comprise the solution space
wherein engineers must simultaneously address the following;:

* Fault tree best practices to avoid common mode failures

* Appropriate risk-based security controls that help inhibit an adversary
from compromising the system and wreaking havoc on safety controls and
systems impacted by safety controls

An engineering approach is needed in the IoT that merges both attack and fault tree
analysis to identify and resolve common mode failures and attack vectors. Isolated
inspection of either tree may no longer be sufficient.
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Vulnerabilities, Attacks, and Countermeasures

Threats

It is important to distinguish between a threat and threat source (or threat actor).
Each threat has a threat actor. For example, in the case of the burglar invading

your home, it is tempting to consider the burglar as the actual threat, but it is more
accurate and useful to consider him the threat source (or actor). He is the actor, who
may attack your house for a variety of malicious purposes, most notably his self-
serving desire to separate you from your valued assets. In this context, the threat is
actually the potential for the burglary to be performed, or more generally represents
the exploit potential.

Threats may therefore come in a variety of types, both natural and man-made.
Tornados, floods, and hurricanes can be considered natural threats; in these cases,
the Earth's weather serves as the threat actor (or acts of God in the lingo of many
insurance policies).

IoT threats include all of the information assurance threats to management and
application data sent to and from IoT devices. In addition, IoT devices are subject to
the same physical security, hardware, software quality, environmental, supply chain,
and many other threats inherent in both security and safety domains. IoT devices

in CPS (for example, actuation, physical sensing, and so on) are subject to physical
reliability and resilience threats beyond just the compromise and degradation of

the computing platform. Additional engineering disciplines are at play in CPS,

such as classical control theory, state estimation and control, and others that use
sensors, sensor feedback, controllers, filters, and actuation devices to manipulate
physical system states. Threats can also target control system transfer functions, state
estimation filters (such as Kalman filters), and other inner control loop artifacts that
have direct responses and consequences in the physical world.

Vulnerability

Vulnerability is the term we use to identify a weakness, either in the design,
integration, or operation of a system or device. Vulnerabilities are ever-present,

and countless new ones are discovered every day. Many online databases and web
portals now provide us with automated updates on newly discovered vulnerabilities.
The following diagram provides a view into the relationships between each of

these concepts:
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Vulnerabilities may be deficiencies in a device's physical protection (for example,
weaknesses in a device's casing that allow the ability to tamper), software quality,
configuration, suitability of protocol security for its environment, or appropriateness
of the protocols themselves. They can include just about anything in the device,
from design implementation deficiencies in the hardware (for example, allowing
tampering with FPGA or EEPROM), to internal physical architecture and interfaces,
the operating system, or applications. Attackers are well aware of the vulnerability
potentials. They will typically seek to unearth the vulnerabilities that are easiest,
least costly, or fastest to exploit. Malicious hacking drives a for-profit marketplace of
its own in dark web settings; malicious hackers understand the concept of return-on-
investment (ROI) well. While the threat is the potential for exploit, the vulnerability
is the target of the actual exploit from the threat actor.
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Risks

One can use qualitative or quantitative methods for evaluating risk. Simply put,
risk is one's exposure to loss. It is different from vulnerability, because it depends

on the probability of a particular event, attack, or condition and has a strong link

to the motivations of an attacker. It also depends on how large the impact is of a
single, atomic compromise or a whole campaign of attack/compromise events.
Vulnerability does not directly invoke impact or probability, but is the innate
weakness itself. It may be easy or hard to exploit, or result in a small or large loss
when exploited. For example, a desktop operating system may have a serious
vulnerability in its process isolation logic allowing an untrusted process to access
the virtual memory of another application. This vulnerability may be exploitable
and most certainly represents a weakness, but if the system is air-gapped and never
connected directly or indirectly to the Internet, the vulnerability may invoke little if
any risk —exposure. If, on the other hand, the platform is connected to the Internet,
the risk level may jump due to an attacker finding a practical means of injecting
hostile shell code that exploits the process isolation vulnerability and allows the
attacker to assume ownership of the machine.

Risk can be managed through threat modeling, which helps ascertain the following;:

* Impact and overall cost of a compromise
* How valuable the target may be to attackers
* Anticipated skill and motivations of the attackers (based on threat modeling)

* A priori knowledge of a system's vulnerabilities (for example, those
discovered during threat modeling, public advisories, penetration testing,
and so on)

Risk management relies on judicious application of mitigations against the types

of vulnerabilities that are known to be present and that may be targeted by the
potential exploits (threats). Naturally, not all vulnerabilities will be known ahead of
time; these we call zero-days or 0 days. We know that certain OS vulnerabilities are
in our Windows operating system; therefore, we apply well-selected anti-malware
and network monitoring equipment to reduce the exposure. Because mitigating
security controls are never perfect, we are still left with some smaller remaining
amount of risk, typically called residual risk. Residual risk is often accepted as is,
or offset by the application of other risk offset mechanisms such as insurance.
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Primer on attacks and countermeasures

Now that we have briefly visited threats, vulnerabilities, and risk, let's dive into
greater detail on the types and compositions of attacks present in the IoT and how
they can be put together to perform attack campaigns. In this section, we also
introduce attack trees (and fault trees) to help readers visualize and communicate
how real-world attacks can happen. It is also our hope that they gain wider adoption
and use in broader threat modeling activities, not unlike the threat model example
later in the chapter.

Common loT attack types

There are many attack types to cover in this book; however, the following list
provides some of the most significant as they relate to the IoT:

Wired and wireless scanning and mapping attacks

Protocol attacks

Eavesdropping attacks (loss of confidentiality)

Cryptographic algorithm and key management attacks

Spoofing and masquerading (authentication attacks)

Operating system and application integrity attacks

Denial of service and jamming

Physical security attacks (for example, tampering, interface exposures)

Access control attacks (privilege escalation)
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The preceding attacks are only a small sample of what exists in the wild. In the

real world, however, most attacks are highly customized to a specific, known
vulnerability. A vulnerability that is not yet publicly known, and for which an
exploit has typically been developed, is called a zero-day (or O-day) vulnerability.
Any number of attacks may exploit such vulnerabilities, and any number of attacks
may be publicly shared over the Internet to do so. Well-placed security controls

are vital to reducing either the likelihood or severity of an attack's exploitation of a
vulnerability. The following diagram shows the ecosystem of attacks, vulnerabilities,
and controls:
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The types of attacks on IoT systems will grow over time and in some cases will
follow profit motive trends similar to what we see in the evolving cybersecurity
industry. For example, today there is a disturbing trend in the malware business
whereby attackers employ cryptographic algorithms to encrypt a victim's personal
hard drive data. The attackers then offer to return the data, decrypted, for a fee.
Called ransomware, the potential for such an attack in the IoT realm is frightening.
Consider a malicious hacker performing ransom attacks on physical infrastructure
or medical equipment. One receives a note that one's pacemaker was unknowingly
compromised, the victim receives a short, non-lethal jolt to prove it, then is
instructed to immediately wire funds to a destination account or risk a full-fledged,
potentially lethal attack. Consider automobiles, garage doors opening (while on
vacation), and other potential activities usable by malicious actors for ransom. The
IoT must take these types of attacks seriously and not dismiss them as the musings of
pundits. The greatest challenge in the security industry is finding methods today of
defending against tomorrow's attacks.

Attack trees

It is easy in the security industry to be drawn to the latest and greatest exploits

and attack methodologies. We frequently speak of attack vectors and attack
surfaces without any real specificity or rigor. If it is specific, it is usually in the form
of news reports or publications from security researchers about new zero-days
discovered in the wild and how they may have been deployed against a target. In
other words, many of our discussions about attack vectors and attack surfaces are
simply undisciplined.

It is possible for a single attack on a device or application to yield substantial value
to an attacker, either in information compromised, manipulation of the device for
physical effect, or opportunities for pivoting elsewhere in the device's network.

In practice, however, an attack is usually part of a campaign of grouped and/or
sequenced subattacks or other activities, each carefully chosen from a variety of
intelligence methods (for example, human social engineering, profiling, scanning,
Internet research, familiarity with the system, and so on). Each activity designed to
accomplish its immediate goal has some level of difficulty, cost, and probability of
success. Attack trees help us model these characteristics in devices and systems.
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Attack trees are conceptual diagrams showing how an asset, or target, might be attacked
(https://en.wikipedia.org/wiki/Attack_tree). In other words, when it is time
to really understand a system's security posture and not just knee-jerk worry about
the latest, sensational reported attack vectors du jour, it is time to build an attack
tree. An attack tree can help your organization visualize, communicate, and come to
a more realistic understanding of the sequence of vulnerability that can be exploited
for some end effect.

Building an attack tree

If you haven't done it before, building an attack tree can seem like a daunting task,
and it is difficult to know where to start. To begin, a tool is needed to both build the
model and run analysis against it. One example is SecurITree, a capabilities-based
attack tree modeling tool built by the Canadian company Amenaza (the Spanish
word for threat) (http://www.amenaza.com/). Building an attack tree is perhaps
best described with a simple example.

Suppose an attacker wishes to accomplish the overarching goal of re-directing an
Unmanned Aircraft Systems (UAS), that is, a drone, while in flight. The following
diagram shows the top-level activities of the attack tree to accomplish this:

Redirect UAS

Corrupt Navigation
Database

@f GPS

Spoof Ground Control
Station

4

4

4

You will notice the two well-known logic operator symbols for AND (smooth and
rounded top) and OR (pointy top). The root node, entitled Redirect UAS represents
the end objective and is made up of an OR operator. This means that any one of its
children can satisfy the end goal. In this case, the attacker may redirect the aircraft by
any of the following methods:

* Corrupting its navigation database: A navigation database maps named
locations to positions in space (latitude, longitude, and typically, altitude
above mean sea level). In practice, there are many potential ways to
compromise a navigation database, for example, either directly on the
aircraft, its ground control station, or even in the navigation and mapping
supply chain (this is true of manned aviation as well, as commercial airliners'
flight computers have extensive navigation databases).
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Spoofing GPS: In this case, the attacker could choose to perform an active
RF-based GPS attack in which they generate and transmit false GPS timing
data that the drone interprets as a false location. In response, the drone

(if under autonomous flight) navigates unknowingly, based on its falsely
perceived location, and follows a path maliciously designed by the attacker.
(Note, we assume there is no machine vision or other passive navigation
system in use.)

Spoofing the ground control station (GCS): In this option, the attacker
can find a way to spoof the drone's legitimate operator and attempt to send
malicious routing commands.

Now, let's expand the attack tree a bit (the tiny arrow pointing to a horizontal line at
the bottom of each node indicates the node is expandable). Specifically, let's expand
the Corrupt Navigation Database goal node:

Corrupt Navigation
Database

Exploit Modify GIS
Transitive Trust Tables
(SQL)

This Corrupt Navigation Database node is an AND operator; therefore, each
and every one of its children in the tree must be satisfied to achieve it. In this case,
each of the following is needed:

Some attack that exploits a transitive trust relationship needed to get into the
supply chain of the navigation database

A compromise of the navigation database server

The modification of the Geographic Information System (GIS) tables
within the navigation database (for example, tell the drone that its
destination is 100 m to the North, East, and below its actual destination,
and it might just crash into the ground or a building)

Two of the nodes, Exploit Transitive Trust and Compro DB server, each have
subtrees. The third node, modify GIS tables, does not and is therefore called a leaf
node. Leaf nodes represent the actual attack vector entry points into the model, that
is, the attacker's activities, whereas its parents (AND OR nodes) represent either
specific device states, system states, or goals that the attacker may achieve through
their activities.
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Expanding the Exploit Transitive Trust subtree gives us the following image:
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Without going into detail on every node, it becomes apparent that careful thought
and consideration goes into developing an effective, usable attack tree. In summary,
trees have subtrees that can be very simple or complex. Typically, the more complex
the subtree, the greater the need to analyze it offline of the main tree in what is called
subtree analysis. In practice, proper rigor in attack tree modeling requires a number
of experts in each of the sub-tree domains. It is strongly suggested that attack tree
modeling become a normal part of IoT system (or device) security engineering.

The SecurlTree tool goes much further than just creating tree diagrams.
Its dialogs assist you in modeling each attack goal by establishing indicators
such as the following:

* Capabilities of the attacker, such as technical ability, noticeability, cost of the
attack, and so on
* Behaviors and probabilities

* Impact of the attack to the victim (note that by the time the subtree impacts
aggregate up to the root node, the final impact can be enormous)

* Benefits to the attacker (of given impacts) are motivating impacts for
the attack

¢ Detriments to the attacker are demotivators for the attack
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Once all of this data is input to the tool, the real fun begins in the analysis and
reporting. The tool computes each and every attack vector (attack scenario) based on
all of the possible tree traversals and logic operators that define each attack goal. For
each attack scenario, the total cost of the attack, its probability and its total impact
are computed and then sorted according whatever criteria you select. Note that even
a moderately sized tree can generate thousands, tens of thousands, or hundreds of
thousands of attack scenarios, though not all are necessarily interesting or likely

(the process of whittling down the attack scenarios to the ones that count most is
called reduction).

Once the attack scenarios are generated, interesting reports can be generated,

for example, a graph of willingness-to-capability ratios (for the analyzed attack
scenarios). The slope of the curve can indicate interesting aspects of the psychology
of the selected attacker profile, such as to what extent they may continue to pursue
attacks in the face of limited capability. This information can be quite useful in
selecting and prioritizing the security controls and other mitigations you select.
Other reports can be generated as well. For example, cumulative risk can be
graphically displayed over a defined period of time as a function of the number

of computed attack scenarios (based on each one's characteristics).

The tool has many other interesting and useful features as well. Recommendations
for using this tool include the following:

* Prune your trees into separate files (subtrees) and allow experts in each
subtree domain (whether internal or external to your organization) to
maintain their area. In some cases, certain subtrees remain fairly static and
can potentially be shared between companies and industries as long as the
attack tree indicators are aligned.

* Add trees and subtrees to your version control system and update any time
major system designs are changed, or when anything that might affect the
threat profile of your IoT device, system, or deployment changes.

* Create and maintain (again in version management) your attacker profiles.
They will most certainly change over time, especially if your deployment
begins to collect new and more valuable types of privacy information.
Even your company's growth and financial resources can impact your
attacker profile.
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Real-world attacks may involve numerous feedback loops within the attack
tree. Successive attacks and compromises of multiple intermediate devices and
systems —each called a pivot—may allow an attacker to reach his final goal.
This is something you don't want.

Keep in mind, however, that the cyber-physical aspects of the IoT introduce

new attack flavors for the root node, goals that may surpass the severity of data
exfiltration, denial of service, and other conventional cyber threats. The new options
are the possible physical world interactions and controls ranging from turning off a
light bulb to turning off a human heart.

To that end, we must also discuss fault trees.

Fault (failure) trees and CPS

A fault tree discussion may seem to be out of place in a section about attacks

and countermeasures. The value of attack trees to IoT implementation and
deployment organizations should be clear by now. Obviously, the more accurate the
attack model, the better the decisions that can be made from it. Attack trees alone

are not sufficient, however, to characterize risks to the many new IoT paradigms. In
Chapter 1, A Brave New World, we introduced cyber-physical systems (CPS), a subset
of the IoT. CPS represent an uncomfortable domain in which both safety and security
engineering disciplines must be combined and reconciled to produce engineering
solutions that simultaneously mitigate both safety and security risks.

Safety and reliability engineering's principal modeling tool is called the fault tree
(also called the failure tree) as used in fault tree analysis (FTA). Other than in
appearance, fault trees are quite different than attack trees.

Fault trees have their origin in the early 1960s at Bell Labs, who supported the US
Air Force to address and help mitigate the frequent reliability failures that befell
the Minuteman I ballistic missile program (https://en.wikipedia.org/wiki/
Fault_tree_analysis). At this time, missile systems —especially their early
guidance, navigation, and control subsystem designs —were prone to frequent
failures. From that time, FTA began to be adopted into other areas of aerospace
(especially commercial aircraft design and certification) and is now used in a
variety of industries that need to achieve extremely high levels of safety assurance.
For example, typical FAA safety requirements mandate aircraft manufacturers

to demonstrate during commercial aircraft certification that their designs meet a

1 x 10-9 (one in a billion) probability of failure. To achieve such low failure rates,
significant levels of redundancy (triple and even quadrature levels in some cases) are
designed into many aircraft systems. Many regulatory aspects of risk management
(for example, as in FAA aircraft certification) lean heavily on FTA.
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Author's note Van Duren: The author's grandfather, Lt. Col. Arthur Glenn Foster,
was based at Vandenberg Air Force Base in California in the early 1960s, and was
in charge of the Command and Control of Minuteman and Titan II ICBM missiles
worldwide. Many family stories survive to this day of the frequent launches and
spectacular failures of many of these rocket launches on California's beautiful
central coast.

Fault tree and attack tree differences

The principal difference between an attack tree and a fault tree lies in how one enters
and traverses each:

* Fault trees are not based on intelligently planned attacks in which multiple
leaves of the tree are entered at will at the discretion of an intelligent entity

* Fault trees are traversed based on stochastic processes (failure/fault rates)
from each leaf through the dependent, intermediate nodes

* Each fault tree leaf is completely independent (faults occur randomly AND
independently of each other) of all other leaves of the tree

In essence, a fault tree can account for the rate at which an aircraft's braking system
may fail naturally.

In the tool, SecurelTree, we described earlier, one may generate fault trees as well. To
do this, one must define a probability indicator at the leaf nodes of the tree. Within
the indicator dialog, you may enter a probability (for example, 1/100, 1/10,000, and
so on) for the leaf node event/action to transpire.

Merging fault and attack tree analysis

Methods of merging attack tree analysis with FTA exist in the literature, but
significant research and work remains to find new, efficient ways of performing
combined tree analysis for CPS IoT. Processes are needed that help both safety
and security engineers navigate a system's statistical failure modes in a manner
cognizant of the different attack modalities that also may be present. One issue to
overcome is the potentially enormous state space that may ensue from the analysis
and the challenge of making the results useful and actionable for developing
optimal mitigations.
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With the challenges in mind, high safety and security assurances can still be achieved
today with the following recommendations:

Integrate FTA into safety-critical IoT device and system engineering
methodologies (many IoT implementers are probably not doing this today).

Ensure that the actual, intended IoT use cases are represented in the FTA.
For example, if a device's power filter and supply were to fail or produce an
under-voltage situation, would its microcontroller shut down automatically,
or would it continue to function at high risk of erratic behavior? Maintaining
power supply thresholds in processors is fairly standard design, but do you
have a redundant battery backup that will allow the device to continue to
operate normally as needed, for example, in a safety-critical medical device?

As fault-tolerant design is performed (for example, built-in redundancies,
and so on), ensure the security engineers have a seat at the table. They should
perform security threat modeling on the device (or system) in a way that
addresses its redundancies, gateways, communications protocols, endpoints
and other hosts, environment, and the myriad potential pathways to
compromise any one of them.

As security engineers identify necessary security controls, determine if the
controls impact the fault-tolerance design features or the basic functionality
and performance needed. This may happen, for example, in time-sensitive
safety shutoff/cutoff mechanisms. A security engineer may want to perform
some latency-inducing traffic scanning across a data bus or network, but the
resultant latencies might cause the safety features to respond too slowly, with
disastrous consequences. Workarounds may be possible, for example, by
allowing timing information to flow through alternate pathways.

The scariest combined safety/security threats are those in which an attacker
explicitly targets a safety design feature. For example, a microcontroller
that handles voltage or temperature cutoffs and prevents a thermodynamic
meltdown can possibly be targeted and disabled by an attacker. Redundant
devices can also be targeted such that the failure probabilities skyrocket
when other targeted attacks take place in parallel or sequence. In these
instances, the safety and security experts need to jointly and very carefully
come up with:

o

Safety mitigations that don't undermine needed security controls
°  Security mitigations that don't diminish safety controls

This is not always an easy feat and there may be instances when
compromises have to be made that result in residual, accepted risks
on both fronts.
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Example anatomy of a deadly cyber-physical
attack

In the interest of demonstrating an attack tree scenario in the CPS domain of the

IoT, this section highlights a devastating example of a hypothetical cyber-physical
attack. No doubt, most readers are familiar with the Stuxnet worm that targeted the
Iranian CPS responsible for refining Uranium to fissionable levels. Stuxnet, while
immensely damaging to Iranian goals, did not result in a safety failure. It resulted in
an industrial control process failure that caused uranium refinement rates to come

to a standstill. Unfortunately, Stuxnet —while most certainly nation-state in origin—
is only a prelude of things to come with regard to CPS attacks. Keep in mind, the
hypothetical attack below is not trivial and would typically require the resources of a
nation state.

As we mentioned in Chapter 1, A Brave New World, CPS comprise a variety of
networked sensors, controllers and actuators that collectively make up a standalone
or distributed control system. In the world of aviation —a historically safety-

driven industry —amazing advances have been made in fault-tolerant engineering
approaches; many of the lessons learned came about from root cause analysis
investigations of various tragedies. Jet engine reliability, airframe structural integrity,
avionics resilience, as well as hydraulics and fly-by-wire system reliability are all
elements we take for granted in a modern jet aircraft. Aviation software assurance
requirements, as specified in the RTCA standard, DO-178B, are a testament to

some of the lessons learned. The safety improvements, whether fault-tolerant
features of the software, additional redundancies, mechanical or electrical design
features, or software assurance improvements have resulted in failure rate targets
reaching 1 in 1x10-9, a miracle in the history of modern safety engineering. Safety
engineering, however, needs to be distinguished from security engineering in terms
of evolutionary paths; safety engineering by itself may only offer minor protection
against the following attack scenario.

This CPS attack example highlights the convergence of engineering disciplines at
play in the planning, execution, and defense against such an attack. While this attack
is exceedingly improbable today, it is described here to highlight the complexity of
system interactions that can be exploited for malicious purposes. The high-level flow
of the attack is as follows:

* Prerequisites:

©  The attacker(s) possesses or procures significant aircraft avionics

system knowledge (note: there are a number of companies and
countries that possess this)
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[e]

The attacker develops a customized control system exploit for
the aircraft in question. The exploit delivery comprises malware
designed to automatically execute on the aircraft's system

* The attacker compromises an airline's ground maintenance network.
This network hosts the updated avionics software loads that the airline
downloads from the aircraft manufacturer. From the network, maintenance
crews stage the avionics patches into the airliner's integrated modular
avionics (IMA) system.

* The attacker physically or logically tampers the aircraft's legitimate
software/firmware binary (from the manufacturer) with the chosen exploit
delivery mechanism. It is now staged to be loaded into the aircraft avionics
hardware by maintenance personnel.

* The software update is uploaded. The malicious code begins to run and
delivers the exploit reprogramming the controller. The exploit is a new
microcontroller binary that executes logic for the control system's inner loop.
Specifically, it contains a re-write of the controller's notch filtering logic.

* The malicious microcontroller binary overwrites the notch filter mechanism,
eliminating the system's pitch mode (up/down) dampening of the aircraft's
natural and harmonic structural frequencies (imagine bending the wing,
letting go and observing the jostling motion for a second — that's the natural
frequency you normally want dampened). The normal frequency dampening
performed by the notch filter no longer works and is instead replaced
with an opposite response, namely an excitation of the structure at its
natural frequency.

* The aircraft begins flight and hits mild turbulence shortly after takeoff (note,
hitting turbulence would probably not be necessary). The turbulence induces
the wing's natural vibration modes that are normally dampened by the
control system's notch filter. Instead, the oscillation excites the wing's natural
harmonic mode; the controller's excitation response increases in amplitude
(the wing tips vibrate wildly up and down) until the wing experiences a
catastrophic structural failure and disintegrates.

* The disintegrated wing structure causes the aircraft to crash. The attacker's
end goal is achieved.
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Now that we have your attention, we must reiterate that this is an exceedingly low
probability, highly sophisticated attack, and that there are much easier ways of
bringing down an aircraft. However, CPS attacks may become more attractive over
time depending on the attacker(s) motivations and the networking of control systems
offers new attack vectors to gain initial footholds. The sad news is that such attacks —
whether against transportation systems or smart home appliances —will become
more feasible over time unless the cross-discipline safety and security collaborations
we have already discussed become standard practice and improve.

There are numerous mitigations that could have thwarted the aircraft control system
attack, as described. For example, if all avionics binaries were cryptographically
signed by the manufacturer, integrity can be protected end-to-end. If the avionics
manufacturer only applies a cyclic redundancy check (CRC), an attacker may be
able to find easy ways of thwarting it (CRCs were designed to detect accidental fault-
based integrity errors, not intelligently designed integrity attacks). If the binaries are
cryptographically integrity-protected, the attacker will find it much more difficult

to modify code without failing the integrity check at both installation and system
power-up. The redesigned controller logic would be much more difficult to inject. In
the safety world, a CRC is generally sufficient, but not in the security world of cyber-
physical systems where enhanced, end-to-end security is preferred when possible.
Simply transferring an updated avionics binary over a cryptographically protected
network connection (for example, TLS) would not meet the goal of protecting the
binary end-to-end from the manufacturer into the aircraft. The TLS cryptographic
connection would not satisfy the end-to-end need of ensuring the binary has not
been tampered in its delivery supply chain. This chain extends from the point of
compilation and build (from original sources) all the way to the point of avionics
software load, power-on, and self-tests.

In practice, some elements of safety engineering, such as triple or quadruple
redundant controllers and independent data buses can help mitigate certain
security threats. The unlikely attack we provided above would likely have been
thwarted by the redundant controllers, command inputs overriding the rogue one.
Redundancies, however, are not sure bets in the security world; therefore, do not
let technology companies and government agencies dissuade your skepticism and
concern. An intelligent adversary, given time, resources, and motivation, can find a
way to maliciously induce what safety engineers call common mode failures. With
ingenuity, even the fault-tolerant features of a design —meant to prevent failures —
can be weaponized to induce them.
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Today's loT attacks

Many of today's attacks against consumer IoT devices have been largely conducted
by researchers with the goal of bettering the state of IoT security. These attacks often
gain wide attention, and many times result in changes to the security posture of

the device being tested. Conducted responsibly, this type of white hat and gray hat
testing is valuable because it helps manufacturers address and fix vulnerabilities
before widespread exploitation is achieved by those with less benevolent motives.

It is generally bittersweet news for manufacturers, however. Many manufacturers
struggle with how to properly respond to reported vulnerabilities by security
researchers. Some organizations actively enlist the aid of the research community
through organizations such as BuildItSecure.ly where volunteers focus on
identifying vulnerabilities in software or hardware implementation at the request

of the developer themselves. Some organizations operate their own bug bounty
programs, in which security professionals are encouraged to find and report
vulnerabilities (and get rewarded for them). Other organizations, however, turn a
blind eye to vulnerabilities reported in their products, or worse, attempt to prosecute
the researchers.

An attack campaign that received much attention was the hack of a 2014 Jeep
Cherokee in 2015 by researchers Charlie Miller and Chris Valasek. The two
researchers' discoveries were detailed very well in their report Remote
Exploitation of an Unaltered Passenger Vehicle.

Miller, Charlie and Valesek, Chris. Remote Exploitation of an Unaltered Passenger
Vehicle. 10 August 2015. Downloaded at http://illmatics.com/Remote%20Car%20
Hacking.pdf.

Their hack was part of a larger set of research focused on identifying weaknesses
in connected vehicles. That research has grown over time by the pair and has
been accompanied by continued work at the University of San Diego, California
(UCSD). The exploitation of the Jeep relied on a number of factors that, in concert,
allowed the researchers to achieve their goal of remotely controlling the vehicle.

Automotive vehicles implement controller area network (CAN) buses to allow
individual components, known as electronic control units (ECUs), to communicate.
Example ECUs include safety-critical components such as the braking systems,
power steering, and so on. The CAN bus typically has no security applied to
validate that messages transmitted on the bus originated from an authorized source
or that the messages haven't been altered before reaching their destination(s).

There is neither authentication nor integrity applied to messages. This may seem
counterintuitive to a security practitioner; however, the timing of the messages on
the bus is of critical importance to meet real-time control system requirements in
which latency is unacceptable.
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Data Exchange On The CAN Bus 1, Self-Study Programme 238. Available at http://
www.volkspage.net/technik/ssp/ssp/SSP_238.pdf.

The remote exploitation of the Jeep by Dr. Miller and Mr. Valasek took advantage

of a number of flaws in the infrastructure as well as the individual subcomponents
of the Jeep. To start, the cellular network that supported telematics for the vehicle
allowed direct device-to-device communications from anywhere. This provided the
researchers the ability to communicate directly with the vehicle, and even to scan for
potential victims over the network.

Once communications were established to the Jeep, the researchers began to take
advantage of other security flaws in the system. One example was a feature that was
built into the radio unit. The feature was an execute function within the code that
could be called to execute arbitrary data. From there, another security flaw provided
the ability to move laterally through the system and actually transmit messages
remotely onto the CAN buses (IHS and C). In the Jeep architecture, both CAN buses
were connected to the radio unit, which communicated through a chip that allowed
its firmware to be updated with no cryptographic protections (for example, digital
signature). This final flaw and the resulting compromise illustrate that small issues
within many systems sometimes add up to big problems.

Attacks

This section outlines a few typical attack categories against enterprise
IoT components.

Wireless reconnaissance and mapping

The majority of IoT devices on the market utilize wireless communication protocols
such as ZigBee, ZWave, Bluetooth-LE, WiFi802.11, and others. Similar to the war
dialing days of old where hackers scanned through telephone switching networks
to identify electronic modems, today, researchers are successfully demonstrating
scanning attacks against IoT devices. One example is the Texas-based company
Praetorian, which in Austin, TX, has used a low-flying drone outfitted with a
custom ZigBee protocol scanner to identify thousands of ZigBee-enabled IoT device
beacon requests. Just as network scanning using tools such as Nmap is commonly
utilized by hackers to gather intelligence about hosts, subnets, ports, and protocols
in networks, similar paradigms are being used against IoT devices —things that
may open your garage door, lock your front door, turn lights on and off, and so

on. Wireless reconnaissance will often precede full-scale device attacks (http://
fortune.com/2015/08/05/researchers-drone-discover-connected-devices-
austin/).
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Security protocol attacks

Many security protocols can sustain attacks against vulnerabilities introduced either
in the protocol design (specification), implementation and even configuration stages
(in which different, viable protocol options are set). As an example, researchers
found while testing a ZigBee-based consumer IoT implementation that the protocol
was designed for easy setup and usage but lacked configuration possibilities for
security and performed vulnerable device pairing procedures. These procedures
allow external parties to sniff the exchanged network key during the ZigBee pairing
transaction and gain control of the ZigBee device. Understanding the limitations of a
chosen protocol is absolutely critical to determining what additional layered security
controls must be put in place to keep the system secure (https://www.blackhat.
com/docs/us-15/materials/us-15-Zillner-ZigBee-Exploited-The-Good-The-
Bad-And-The-Ugly-wp.pdf).

Physical security attacks

Physical security is a topic frequently overlooked by IoT vendors that are only
familiar with designing equipment, appliances, and other tools historically

not subject to exploitation. Physical security attacks include those in which the
attacker(s) physically penetrate the enclosure of a host, embedded device, or other
type of IoT computing platform to gain access to its processor, memory devices,

and other sensitive components. Once accessed over an exposed interface (for
example, JTAG), the attacker can readily access memory, sensitive key material,
passwords, configuration data, and a variety of other sensitive parameters. Many

of today's security appliances now include extensive protections against physical
security attacks. Various tamper evidence controls, tamper response mechanisms (for
example, automatic wiping of memory), and other techniques exist to protect devices
from physical penetration. Smart card chips, hardware security modules (HSM),

and many other types of cryptographic module employ such protections to protect
cryptographic variables —hence device identity and data—from compromise.

Application security attacks

IoT devices and connections can be exploited through attacks against application
endpoints. Application endpoints include web servers as well as mobile device
applications (for example, iPhone, Android) that have a role in controlling the
device. Application code running on the device itself can also be directly targeted.
Application fuzzing can find ways of compromising the application host and taking
control of its processes. In addition, reverse engineering and other notable attacks
can uncover sad but still common implementation vulnerabilities such as hardcoded
keys, passwords, and other strings in the application binary. These parameters can
be useful in various exploits.
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Lessons learned and systematic
approaches

IoT systems can be highly complex implementations that encompass many
technology layers. Each layer has the potential to introduce new vulnerabilities into
the overall IoT system. Our discussions related to potential airline attacks as well as
real-world automobile attacks provide glimpses into understanding how overcoming
the vulnerabilities of each component within a system is critical in combating highly
motivated attackers from reaching their goals.

This becomes even more concerning as the IoT intersects safety and security
engineering in the physical and electronic worlds. Described earlier, collaboration
between the security engineering discipline and other engineering disciplines is
needed now, to allow system designers to build security into the foundations of their
products and guard against attacks that focus specifically on removing, dismantling,
or reducing the effectiveness of safety controls in IoT CPS.

An interesting point related to the IoT is the need to be critical of third-party
components or interfaces that may be added at a later time to an IoT deployment.
Examples of this persist in the automotive industry, such as after-market devices that
plug into vehicle ODB-II ports. Research has shown that at least one of these devices
can be used to take control of the vehicle under certain circumstances. Security
architects must understand that the security of the system as a whole is only as
strong as the weakest link in the chain, and understand when the potential is there
for a user to introduce new components that make the attack surface much larger
than originally intended.

The security community has also collectively learned that many developers are
fundamentally not familiar with engineering security into systems. This is primarily
true because of the general lack of security training and awareness in the software
engineering world. There are also cultural barriers between software developers,
security, and other types of engineers. Whether discussing Supervisory Control
and Data Acquisition (SCADA) systems, connected vehicles, or smart refrigerators,
product engineers have historically not had to worry about bad actors gaining
remote access to the target. This is no longer true.

The key take-away from this discussion is the need to systematically evaluate the
security posture of an IoT implementation and its deployment. This means it is
equally important for OEM/ODM vendors developing specific IoT devices as it is for
the enterprise architect integrating an IoT system on the fly.
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Threat modeling provides us a methodical approach to performing a security
evaluation of a system or system design. We next demonstrate the tailored
development and use of a threat model. Threat modeling helps develop a thorough
understanding of the actors, entry points, and assets within a system. It also provides
a detailed view of the threats to which the system is exposed. Note that threat
modeling and attack/fault tree modeling go hand in hand. The latter should be
performed in the context of an overarching threat modeling approach.

Threat modeling an loT system

A valuable reference for threat modeling can be found in Adam Shostack's book
Threat Modeling: Designing for Security.

Source: Shostack, A. (2014), Threat Modeling: Designing for Security. Indianapolis,
IN; Wiley

Microsoft also defines a well-thought-out threat modeling approach using multiple
steps to determine the severity of threats introduced by a new system. Note that
threat modeling is the larger exercise of identifying threats and threat sources; attack
modeling, described earlier, is attacker-focused and designed to show the nuances
of how vulnerabilities may be exploited. The threat modeling process that we will
follow in this example is illustrated in the following diagram:

1. Identify the Assets

Y

2. Create an loT System Architecture
Overview

¥

3. Decompose the loT System

Y

4. Identify Threats

]

| 5. Document Threats ‘

v

| 6. Rate the Threats ‘
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To illustrate the threat modeling process, we will evaluate threats to a smart parking
system. A smart parking system is a useful IoT reference system because it involves
deploying IoT elements into a high-threat environment (some individuals would
cheat a parking payment system if they could, and laugh all the way home).

The system contains multiple endpoints that capture and feed data to a backend
infrastructure for processing. The system provides data analytics to provide trend
analysis for decision makers, correlation of sensor data to identify parking violators
in real time, and exposes an API to smartphone applications that support customer
features such as real-time parking spot status and payments. Many IoT systems are
architected with similar components and interfaces.

In this example, our smart parking system is differentiated from a real-life smart
parking solution. Our example system provides a richer set of functionalities for
illustrative purposes:

* Consumer-facing service: This allows customers to determine vacancy status
and pricing for nearby parking spots

* Payment flexibility: The ability to accept multiple forms of payment,
including credit cards, cash/coins, and mobile payment services (for
example, Apple Pay, Google Wallet)

* Entitlement enforcement: The ability to track the allocated time purchased
for a spot, determine when the entitlement has expired, sense when a vehicle
has overstayed the purchased period, and communicate the violation to
parking enforcement

* Trend analysis: The ability to collect and analyze historical parking data and
provide trend reports to parking managers

* Demand-response pricing: The ability to change pricing depending on the
demand for each space

Source: https://www.cisco.com/web/strategy/docs/parking aag_final.pdf

Given that the system is designed to collect payment from consumers, alert
enforcement officials when non-payment has occurred, and provide appropriate
pricing based on the current demand for parking, the appropriate security goals for
the system could be stated as follows:

* Maintain integrity of all data collected within the system

* Maintain confidentiality of sensitive data within the system

* Maintain the availability of the system as a whole and each of its
individual components
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Within the smart parking system, sensitive data can be defined as payment data as
well as data that can leak privacy information. Examples include video recordings
that capture license plate information.

Step 1 — identify the assets

Documentation of the assets within the system provides an understanding of what
must be protected. Assets are items that are of interest to an attacker. For the smart
parking solution, we can see typical assets described in in the following table. Note
that for space-saving purposes we have simplified the asset list somewhat:

ID

Asset

Description

1

Sensor data

Sensor data is telemetry that signals whether a parking

spot is filled or empty. Sensor data is generated by each
sensor, which is placed where convenient within a parking
structure. Sensor data is transmitted via ZigBee protocol to
the sensor gateway. Data is merged with other sensor data
and transmitted via Wi-Fi to a router that is connected to the
cloud. Sensor data is then processed by an application and
also sent to a database for raw storage.

Video streams

Video streams are captured by IP camera and data is
transmitted to a wireless router.

Payment data

Payment data is transmitted from a smartphone or kiosk
to a payment processing system. Payment data is typically
tokenized during transmission.

Lot sensors

Vehicle sensors are placed in-ground or overhead
to determine when a spot is vacant or filled. Sensors
communicate via ZigBee with the sensor gateway.

Sensor gateway

Aggregate data from all sensors in a geographic area using
ZigBee. Gateways communicate using Wi-Fi with backend
processing systems.
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ID Asset Description
5 IP camera Records video of spots to identify abusers of the system.
Data sent over Wi-Fi network to backend processing
systems.
6 Parking Processes data received from sensors and provides parking
application and rate information to customers through smartphone app
and kiosks.
7 Analytics system Collects data directly from cameras and sensor gateways.
9 Kiosk Exposed to the environment and communicates with
parking sensors and sensor gateways.
10 Infrastructure Provides communication access across the system and
communications interfaces with all aspects of the system.
equipment

Step 2 — create a system/architecture overview

This step provides a solid foundation for understanding not only the expected
functionality of the IoT system, but also how an attacker could misuse the system.
There are three sub-steps to this part of the threat modeling process:

1. Start with documenting expected functionality.

2. Create an architectural diagram that details the new IoT system. During
this process, trust boundaries in the architecture should be established.
Trust boundaries should elucidate the trust between actors, and
their directionality.

3. Identify technologies used within the IoT system.
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Documentation of system functionality is best accomplished by creating a set of use
cases such as those that follow:

Use case 1: Customer pays for time in parking spot

Pre- Customer has installed parking application onto smartphone.

conditions Payment information has been made available for transactions using
parking application.

Use case Customer opens parking application on smartphone.

Smartphone communicates with and collects data from parking
application, and provides real-time location and pricing for nearby
vacant spots.

Customer drives to spot.

Customer uses smartphone application to pay for spot.

Post- Customer has paid to park car for a set amount of time.
conditions

Use case 2: Parking enforcement officer is alerted to non-payment incident

Pre- The time allocated to a parking transaction has expired and the car is
conditions still in the parking spot.
Use case Parking application (backend) records parking session start time.

IP video cameras capture video of vehicle in parking spot.

Parking application correlates video of car in spot with start time and
duration for parking transaction.

System flags for video confirmation once transaction duration has
expired.

IP video cameras provide evidence that vehicle is still parked.
Parking application transmits an alert to enforcement application.

Enforcement officer receives SMS alert and proceeds in person to ticket
the vehicle.

Post- Parking enforcement officer has ticketed the vehicle.
conditions

An architectural diagram of the system details the components of the system, their
interactions, and the protocols employed in their interactions. The following figure is
an architectural diagram of our example smart parking solution.:.
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Once the logical architecture view is complete, it is important to identify and
examine the specific technologies that will comprise the IoT system. This includes

understanding and documenting lower-level details regarding the endpoint devices,
such as the processor types and operating systems.
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The endpoint details provide the information needed to understand the specific
types of potential vulnerabilities that may eventually be exposed and define
processes for patch management and firmware updates. Understanding and
documenting the protocols that are used by each IoT device will also allow for
updates to the architecture, especially if gaps are found in the cryptographic controls
applied to the data transmitted throughout the system and the organization:

Technology/Platform

Details

Communication Protocol:
ZigBee

Mid-range RF protocol to handle communications between
sensors and sensor gateways.

Communication Protocol:
802.11 Wi-Fi

RF protocol supporting communication between IP-
enabled cameras and wireless (Wi-Fi) router.

ZigBee smart parking
sensor

Supports transmission ranges of 100 m; 2.4 GHz ZigBee
transponder; ARM Cortex MO; 3-year battery life; supports
magnetic and optical detection sensors.

Wireless sensor gateway

2.4 GHz; 100 m range; physical interfaces include: RS-
232, USB, Ethernet; ZigBee communications; capable of
supporting up to 500 concurrent sensor nodes.

Wireless (Wi-Fi) router

2.4 GHz Wi-Fi; 100 m+ range outdoor

Step 3 — decompose the loT system

At this stage, the focus is on understanding the lifecycle of data as it flows through
the system. This understanding allows us to identify vulnerable or weak points that
must be addressed within the security architecture.

To start, one must identify and document the entry points for data within the
system. These points are typically sensors, gateways, or control and management

computing resources.
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Next, it is important to trace the flow of data from the entry points and document
the various components that interact with that data throughout the system. Identify
high-profile targets for attackers (these can be intermediate or top-level nodes of an
attack tree) —these may be points within the system that aggregate or store data, or
they may be high-value sensors that require significant protection to maintain the
overall integrity of the system. At the end of this activity, a detailed understanding
of the IoT system's attack surface (in terms of data sensitivity and system
movements) emerges:
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Once data flows have been thoroughly examined, you can begin to catalogue the
various physical entry points into the system and the intermediate and internal
gateways through which data flows. Also identify trust boundaries. The entry points
and trust boundaries have an enormous security bearing as you identify overall
threats associated with the system:

Entry points

ID Entry point Description

1 Parking The parking management application provides a web service

management that accepts incoming REST-based requests over the exposed
application API. A web application firewall sits in front of this service to
filter unauthorized traffic.

2 Smartphone Connection is made through an API to the parking

application management application. Anyone who has downloaded
the smartphone application can gain access to the system.
The smartphone application is custom-developed and goes
through security verification testing. A TLS connection
is established between the application and the parking
management system.

3 Kiosk A self-contained kiosk on the lot property. This connects via
API to the parking management application. Anyone who
physically visits the kiosk gains access to the system.

4 Sensor gateway Technicians gain access to the sensor gateway administrative

administrative account through remote connectivity over the Wi-Fi network
account (via SSH). Physical access is also possible via direct serial
connection.

5 IP cameras Technicians gain access to root account on IP cameras
remotely over the IP network (via SSH). 